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[IpyHIAIIBI aanTaun
B 3AI[UTE KOPHOPATUBHBIX CUCTEM

B pabote crcremMaTi3npoBaHbl OCHOBHBIC IIPUHLIMIIBI AIAITALH, UCIIOIB3YEMbIE B CHCTEMAX 3allUThl HTH(POPMALHH,
IIPUBEACHA METOJAOJIOIUSl IOCTPOCHUS CHCTEM 3alllUThl HA OCHOBE aJAlTUBHOIO IOAXO0Ja, IPENIOKEeHa
METO/IMKA OLIEHKH 3((EeKTUBHOCTH alalTHBHOM CHUCTEMBI 3alUThL. [IpuBeeHBI MpUMEpHl BKIIOUEHUS HHTEN-
JIEKTyaJIbHBIX aJAlITUBHBIX CUCTEM 3allUThI B KOPIIOPATUBHOE YIIPABJICHHE.

BBenenune

CoBpeMEHHBIE KOMITBIOTEPHBIE CHCTEMBI U CETH HaXOJSATCS B COCTOSHUM IOCTOSH-
HOTO Pa3BUTHS U MOAU(PHUKAIIUH, & 00bEMBI aHAIM3UPYEMBIX TAHHBIX B MUPE YIBAUBAIOTCS
Kb roa. [lostoMy 11t obecrieuenust TpedyeMoro ypoBHs 3aIuThl HHGOpMAIMH HEO0XO0-
JIMMO THOKO Y OTIEPaTHBHO PEarpoBaTh HA N3MEHSIIOIINECS YCIIOBHS, 00CCTICUNBATh HAICKHYIO
3aIIUTY C Y4E€TOM MOCTOSIHHOTO U3MEHEHHSI BXOJJHBIX BO3/ICHCTBUM, IPeAyIpeKaaTh N1eHCTBUS
37I0YMBIIIJICHHUKOB, T.€. UMETh aJallTUBHYIO U CaMOPa3BUBAIOUIYIOCS CHCTEMY 3alUThI
unpopmaruu (C3N).

Heabio nanHo# padoThI SIBISETCS UCCIEIOBAaHHE OCOOCHHOCTEH MPUMEHEHUS a/1ar-
TUBHBIX aJITOPUTMOB TPU TIOCTPOSHUH CaMOPa3BUBAOLIUXCSI CHCTEM 3aIUTHI HUHPOPMAIMH B
KOPIOPATUBHBIX CETSX U pa3paboTKa METOUKU OLIEHKH Y(PPEKTUBHOCTH 3aIUTHI aJalTHBHON
MOJIETIH.

OCHOBHBIE TPUHITUAIBI aJaTaluU
B CUCTEMax 3allUThl UHPOpMAIUU

TepMuH «aganTanus» B KOMIBIOTEPHBIX MHPOPMALMOHHBIX CHCTEMax IMOApasyMe-
BaeT IPOLECC LIEJICHANPABICHHOTO U3MEHEHHs CTPYKTYpPBI, aJIFOPUTMa HIIM IapaMeTpOB
CHUCTEMBI C LIEJbIO MOBBIIIEHNS Y(P(HEKTUBHOCTH €€ (PyHKIIMOHUPOBaHMA. AJJANITUBHAS CUCTEMA
SIBJIICTCSI CUCTEMOM ¢ 00paTHOM CBS3bI0, KIIACCH(UKALMS IalITUBHOCTH KOTOPOI MPOBOIUTCS
10 TPEM OCHOBHBIM IIPU3HAKAM:

— YPOBHIO aanTtanuuu (CTpyKTypHasl, alrTOpUTMUYECKasi, TapaMeTpUuyecKas);

— MEXaHU3MY aJanTaluu (C 3TAJJOHHON MOJEIBIO; aHAIMTHUECKU-HACTpauBacMasl CHC-
TeMa; SKCTPEMaJIbHAs CUCTEMA);

— cnoco0y aganTtanuu (¢ JUCKPETHOM WM HEMPEPBIBHOM HACTPOUKON).

OcHoBHbIE TpeOOBaHUS K aIANTUBHBIM JITOPUTMAaM B CHCTEMaX 3alUThl MH()OPMALIUH:

— ONEPaTUBHOCTb BO BPEMEHH, YTO CBA3aHO C HEOOXOIMMOCTBIO MpUMeHeHHs 3 dek-
TUBHBIX 110 OBICTPOAECHCTBHIO aJITOPUTMOB;

— HauboJiee HU3KUH U3 IOIMyCTUMBIX YPOBEHB CJIOKHOCTH KOHTYpa aJanTalum;

— aBTOMATHYECKHUI WIX aBTOMATU3UPOBAHHBIA XapakTep NpOLEAYypPhl aIalTaLNH;

— MUHHMMQJIBHOE YHCJIO YNpPaBISAEMbIX NApPaMETPOB, YTO IO3BOJUT MHHUMH3HPOBATH
3aTpaThl BPEMEHU U MaMAITH, HEOOXOAUMBIE Ul peau3allii ajJropuTMa, HO 00eCIeUnTh
3a/IaHHBIN YPOBEHb 3aIUTHI.
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Hcnonp30BaHue aaIMTHBHOTO MOAX0/a MO3BOJISET KOHTPOIUPOBATH, OOHAPYKUBAThH
U pearupoBaTh B PEalbHOM PEKHMME BPEMCHH Ha PHUCKH O€30MacCHOCTH, UCIOJB3Ys Tpa-
BUJIBHO CITPOEKTHUPOBAHHBIE U XOPOIIO YIPABIIEMbIE IPOIIECCHI U CPEICTBA.

B 1niennom aaiuTHBHBIIN MPOLIECC 3aIUTHI TOJIKECH BKITIOYATh:

— TEXHOJIOTHIO aHaJIN3a 3aIUIIEHHOCTH UM ITOUCKA ySI3BUMOCTEHH;

— MeTOJbl OOHAPYKEHHS aTakK;

—  aJanTHUBHBIN MEXaHU3M, OOBETUMHSIOMINN 1 PACIIUPSIIONINIA TIPEIBITYIIHE TTYHKTHI;

—  YHPaBJISIFOIIUI KOMITOHEHT.

OCO0EHHOCTBIO AaNTUBHBIX CUCTEM 3aIUTHI SIBIISICTCS] HATMYHUE CIIEIIHATBHBIX aJro-
PHUTMOB, KOTOpBIE 0OECIICUMBAIOT PEIICHHE Psijia B3AMMOCBSI3aHHBIX 3371a4, TAKUX, Kak cOop U
aHau3 WHPOPMAIIMU O COCTOSTHUU KOMITBIOTEPHOHN CHCTEMBI; OI[EHKAa COCTOSHUS BHEIITHEH
Cpelbl; IPUHATHE PEIICHUS 0 HEOOXOJUMOCTH IMPUMEHEHHS Mep 3aIlUThl; BEIOOP YIIpaBis-
IONIMX ITapaMeTPOB; CHHTE3 CXEMBI aJaNTaIliH U PEeaTH3alnI0 MEXaHU3MOB €€ pealin3aluy;
onpezaeneHue 3PPEeKTUBHOCTH CUCTEMBI 3alTUTHI [1].

CpenctBa obecrnieueHus: 6e30nMacHON padbOThl CUCTEM
3aIUThI KOPIIOPATUBHOMN MH(POpMaITun

OCOOEHHOCTBIO CUCTEM 3alIUTHI HH(POPMAIIMK B KOPIOPATUBHBIX CHCTEMAaX SIBIISIETCS
KOMOMHAIMA KaK MUHUMYM TPEX MpoOJIeM: 3almTa HHPOPMALMU B KOMITBIOTEPHBIX CETAX;
obecrieueHne 6e30mMacHOCTH 0a3 TaHHBIX; oOecrieueHre 0e30MacHON pabOThl CHCTEM aBTO-
MaTHU4eCcKoi 00paboTku nHpopMaruu [2].

3ammra 6a3 JaHHBIX SABISIETCS OJHOM U3 CaMbIX CIOXKHBIX 33/1a4 CUCTEM 3allUThl HHpOP-
MallK B KOPIOPAaTUBHBIX cucteMax. Hanbonee pacripocTpaHEeHHBIMU yIpo3aMH, XapaKTepHbI-
MU 1151 0a3 JaHHBIX, SIBJSIFOTCS] XMIICHUS, YTpaTa, YHUUTO)KEHHE, MOAU(DUKALUS JaHHBIX U
OTKa3 OT NOAIMHHOCTH. OCHOBHBIMU MEXaHU3MaMH oOecrieueHus1 6e30MacHOCTH 0a3 JaHHBIX
SIBIISIIOTCSI U POBaHKE; KOHTPOJIb JOCTYIIA; MOHUTOPHUHT U ay/IHT.

K TpamuimonHsM cpencTtBaM oOecriedeHus nHpopMamonHoit 6ezomacuoctu (Mb)
KOPIOPATUBHBIX KOMIIBIOTEPHBIX CETEH OTHOCAT aHTUBHUPYCBHI, I€TEKTOPbI yA3BUMOCTEH, MEXK-
CeTeBbIC 3KPaHbl U JETEKTOPHI BTOpKeHUH. OHM pelaloT OTAeNbHbIC 33a4l 00eceueHHs
Wb xopropaTHBHOM ceTH M, KaKk MPaBUJIO, MOTYT OBITh IMPEOI0JIEHBI IPU KOMAHHOM pa-
60Te KBaTM(UIIMPOBAHHON TPYTINBI HAPYIIATEICH.

K cpenactBam oGecrnieuenus Oe3omacHoil paboThl cucTeM 00pabOTKH WHGOpMAIUU
OTHOCATCSI MEXaHMU3MBbI NIPEIOTBPAILEHHs BTOPXKEHUH, aBTOPU3aLMsl, pa3rpaHUUYEHUE MIPaB
JOCTYTIA, KpUNITO3aMTa (HOcUTeNnel nH(popMaIum, ceTel, maposbHas 3alluTa), yrpasie-
HHE MTOJIHOMOYHUSAMU Nosb30BaTesiel. C 1eIbl0 KOHTPOJISI COCTOSTHUSI CUCTEMBI HCIIOJIB3YIOT
0a3pl CHUTHATYp M3BECTHBIX aTakK, a B KauyeCTBE OCHOBHBIX MCTOYHHKOB WH(pOpMAIHU —
CHCTEMHbIE KypHaJIbl U (halibl, aHATU3UPYIOT COAEPKHUMOE CEeTeBOro Tpaduka u aitnos.
bnoku C3U nns obecneueHust 6e30macHON pabOThI CUCTEM aBTOMATHYECKOH 0OpabOTKH
UHPOpPMALMU pa3MelaloTcs OOBIYHO Ha JIOKAIBHBIX CEpBEpax M CETEBBIX y3JlaX pacrpe-
JefeHHbIX cucTeM. [Ipn 3TOM HEHTpanM3yroTcsi U3BECTHBIE YIPO3bl OE30MaCHOCTH CHUCTEMBI,
OJTHAKO TPU PACIIUPEHUH MOJISl YIpo3, HATMYUN KOMOMHUPOBAHHBIX KOMIBIOTEPHBIX aTaKk
TPaJULIMOHHbIE CUCTEMBI YSI3BUMBI.

CeronHst aAMUHUCTPATOPY O€30TMACHOCTH YK€ HEJAOCTATOYHO MMETh CPEACTBA YIpPaB-
JIEHUsI YYETHBIMHU 3alUCSIMHU U pecypcaMu, JIMOO MEXaHU3MBI 3aIUTHl OT KaKOH-TO KOHKPET-
HOH yrposel. EMy HEoOXOIMM MeXaHHM3M IMPOCITIeKHMBAHUS TEHICHIMH W MPOTHO3UPOBAHHUS
coOBITHI B 0OsacTu Ge3omacHOCTH. Takue MexaHu3Mbl pa3paboTaHbl sl KOHTPOJIS ysI3BU-
MocTel, 0OHapyKeHHUs aTak, AJs CUCTEM CETEBOIO U CUCTEMHOIO MOHUTOPHHIA, OJHAKO
KOMIUIEKCHOW CHUCTEMBI, KOTOpasi OXBaThIBajla ObI BCE aCIEKThl, HEOOXOIMMBIE JUIS 3AIUThHI
KOPIIOPATHBHBIX CUCTEM, /10 HACTOSAIIEr0 BpEMEH! He Pa3paboTaHo.
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[TosTomMy perieHre npodaeM 0e30MacHOCTH KOPIOPATHBHBIX MH(POPMAITMOHHBIX CHCTEM
TpebyeT nanbHeiero noucka 3¢ GeKTUBHbIX MeXaHU3MOB. OHH JJOIKHBI paboTaTh B PEXKUME
peanbHOro BpeMeHH, 001a1aTh BBICOKOW YYBCTBUTEIBHOCTBIO K U3MEHEHUSIM B MH(pOpMaIU-
OHHOW MH(PACTPYKTYpe, BKIOYATh 0a3y 3HaAHWH, HAKOIUIEHHYIO B IpoIiecce padoThI, CO-
Jep>KaTh JIEMEHTHI HHTEIUICEKTYaJIbHOTO aHAJIN3a JTaHHBIX U OBITh CIIOCOOHBIMH CTEHEPUPO-
BaTh PEHICHUE B COOTBETCTBHUH C 33JaHHON IENICBOW (DYHKITHEH B MOCTOSHHO M3MEHSFOIIIXCS
YCIIOBUSIX BHELIHEH CPEbl.

[IpeanocsuikamMy UCHONIB30BaHKS MHTEIEKTYJIbHBIX ITOPUTMOB B 3aIlIUTE KOPIOpPA-
TUBHBIX CHCTEM SIBIIIOTCS KIMEHT-CEPBEPHAsl TEXHOJOIUS, paclpesie/ieHHble 0a3bl IaHHBIX,
HaJIMYUe XPaHWIUIL UH(POPMALIUH, TPUMEHEHUE COBPEMEHHBIX CETEBBIX TEXHOJIOTHIA U pa3-
HOOOpa3HOI'0 MHCTPYMEHTapusi, UCIOJIb3yeMOro i coopa, 00pabOTKH, BU3yalu3aluud U
aHaIM3a JaHHbIX.

Heo6xoauMocTh HCIONB30BaHUsl MHCTPYMEHTApUSI HHTEIUICKTYAJIbHOTO aHaN3a JaH-
Helx (MAJ]) B C3U KOpropaTUBHBIX CHUCTEM HPOUCTEKAET U3 Pa3HOPOJHOCTU CTPYKTYP
MH(OPMALIMOHHBIX MPOCTPAHCTB 3TUX CHUCTEM; CIIO)KHOCTH TMOIYYEHHs] aHAJTUTHYECKOU
uHpOpManuu U3 OONBIMX 0a3 JaHHBIX;, 3HAYUTEIHFHOTO YHCJa IOJIb30BaTeNeH, OTHOBpe-
MEHHO pabOTAIOUIMX B CUCTEME; TPEOOBaHUI OCTOSHHOTO KOHTPOJIS U NMPUHSTHS ONEPATHB-
HBIX 1 0OOCHOBAaHHBIX YIPABIEHUECKUX PEIICHNH, 3aBUCSIINX OT MHOXKECTBA (PaKTOPOB.

K 4dacTo ucronp3yeMbIM B KOMITBIOTEPHBIX CETSX HHTEIEKTYalbHBIM CpPEICTBaM
OTHOCAT 0a3bl 3HAHUHN B COCTABE 3KCIEPTHBIX CUCTEM, CUCTEMBI HAa OCHOBE 0alleCOBCKOTO
METO/Ia, HEUETKUE JIOTHUECKUE CUCTEMbI, HEHPOHHBIE CETH, IBOJIOIMOHHBIC METO/IbI U THO-
PUIIHBIE UHTEUIEKTYaJIbHbIE cUCTeMbl. OCHOBHBIMU 33JjadyaMH, PEIIa€MbIMU MHTEIUIEKTYallb-
HBIMM CpPEJICTBaMU OOecreueHus: HHPOPMALIMOHHON 0€30IacCHOCTH KOMITBIOTEPHOU CETH,
SIBIISTIOTCSI KJIACCH(DMKAIIHS U KITaCTepU3aIlusl.

MeToa00THs MOCTPOSHUS CUCTEMBI 3allIUThl UH()OpMaIIU
¢ npuMeHeHuem MAJI

Bboinensiior Ba moaxoAa K NOCTPOSHHIO CHCTEM 3alllUThl HH(pOpMaIUu ¢ IPUMEHEHH-
eMm MAJ] — TpaaunMOHHBIN, B KaueCTBE MHCTPYMEHTapHs MCIOJB3YIOIIUN HepoceTeBble
TEXHOJIOTUH, CUCTEMB] HEUETKOM JIOTMKHU WJIA DKCIIEPTHBIE CUCTEMBI, U YBOJIIOLIMOHHBIN, HC-
ITOJIB3YIOIINI aJANTHBHBIE AITOPUTMBI.

[Ipy TpagMIIMOHHOM NOAXOAE K MOCTPOSHHUIO CUCTEMBI 3aILUTHI ¢ IPUMEHEHUEM HHCTPY-
MeHTapusa MAJ] ucronb3yroTcsi UCKyCCTBEHHBIE HEHPOHHBIE CETH, IEPEBbS PEIICHUN U
JITOPUTMBI KJIacCU(UKALIMU, METO/Ibl HEUETKON KJIaCTEpPU3aLlnH, aCCOLMAaTUBHbIE ITpaBUJIa,
aJITOPUTMBI OTPAHUYEHHOTO Nepedopa, KIACTEPHBINA aHAIU3.

HeiiponHsie ceTu MCMOMB3YIOTCS Il KOHTPOJIS Tpaduka 3alUiIaeMon JOKAIbHOU
CETH, MOMCKA CKPBITBIX 3aKOHOMEPHOCTEH B MAacCUBaxX INEPBUYHBIX JTAHHBIX, BBIABIICHUS
BTOp)KeHWH. [yl mpejcka3aHusl 3HAUYEHUS IIEJIEBOTO IMOKA3aTellsl MCIIONB3YIOTCS HAOOPHI
BXOJIHBIX NEPEMEHHBIX, MATEMATUUECKUX (DYHKLMI aKTUBALMM U BECOBBIX KO3(D(HUIMEHTOB
BXOJIHBIX IapaMeTpPOB. BHIMONIHACTCS WTEpaTHBHBIN OOydYaIOUIMA UK, HEMPOHHAs CETh
MOJIUGHUIMPYET BECOBBIE KOAPPHUIMEHTHI 10 TEX MOP, MOKa MPEICKa3bIBAEMBbIH BBIXOJHON
napaMeTp COOTBETCTBYET JIeHCTBUTENbHOMY 3HaueHMI0. [lociie 00ydeHus: HelpoHHas ceTh
CTAaHOBUTCS MOJEIIBIO, KOTOpask IPUMEHSETCS ITPU IPOTrHO3UPOBAHUH.

MexaHu3Mbl KJIacCU(pUKAIMK UCTIONb3YIOTCS Ha MEpBOHAYaIbHOM YpPOBHE, Harpumep,
JUIL CHCTEMaTHU3aluU CIIOCOOOB 3aIIUThl (HEYETKHE 3aKIIOYEHHUsS) MO0 BEKTOPY HEUYETKHX
IPU3HAKOB yrpo3. Eciu 10cTOBEpHOCTh KilacCU(UKALMU 110 U3BECTHBIM YIpO3aM MEHbIIE
HEKOTOPOTO YPOBHSI, TO MPU HAJMYUH MPHU3HAKOB aTaKH KJIacCH(UKalUs pacmupsercs 3a
CUET BBEJICHHS HOBOW Tpajallii B KIACCU(PUKAIMIO — pEIIaeTcs 3ajada KIacTepU3aIliu
yIpo3. ACCOLMAMK BBIBIIIOT IPUUNHHO-CIICACTBEHHBIE CBS3U U ONPEIEIAIOT BEPOSTHOCTU
WM KO3(HUIMEHTH! JOCTOBEPHOCTH, MO3BOJISI IENIaTh COOTBETCTBYIOIINE BHIBOJBI. MoOeh
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JleHHuHTa coiepKUT Habop MpoduiIeH Ui JeTalbHbIX M0JIb30BaTENeH, CPAaBHUBAET TEKYILNE
JIEHUCTBUS C COOTBETCTBYIOIIMM MpoduiieM, 0OHOBIISIET IPOGMIb U COOOIAET O JIFOOBIX OOHA-
PYKEHHBIX aHOMAJIUSIX.

HenocraTkaMu TpaauIIMOHHOTO MOAXO0AA SABIISIOTCS:

1) 6a3p1 3HAaHUH POPMUPYIOTCS DKCTIEPTAMH, T.€. IPUHIIHIT BKIIFOUSHHS B HUX CUTYallUi
CyOBEKTUBEH;

2) 6a3bl 3HaHUN HEOOXOTUMO MEPUOIUYECKH OOHOBIATH, YHIOPSAOUYMBAThH, CHCTEMA-
TU3UPOBATh, YTO SBISAETCS TPYIOEMKOU U JOPOTOCTOSIIEH MTPOLIEAY PO

3) mpu TpaZAULMOHHOM IOJXOJE CYIIECTBYET 3a/epKKa BO BPEMEHHM MEXy MOsIBIIE-
HUEM HOBOM aTaky U CPEJICTB 3aLIUTHI OT HEe (3ama3IbIBalollee MPOTUBOICHCTBHE);

4) aTaky MOCTOSTHHO BUIOM3MEHSIFOTCSI, COBEPILIEHCTBYIOTCS, «MAaCKHUPYIOTCSD) MO CTaH-
JAPTHBIE TPOLIEAYPHI, UTO TPEOYET MOCTOSHHOIO COBEPILICHCTBOBAHUS, YCIIOKHEHUS CPEJICTB
3aLIUTHL.

C yuyeroM BBIIIECKA3aHHOTO, MPOOJIeMa 3BOJIIOIMOHHOTO Pa3BUTHUS CHCTeM MH(opMa-
IIMOHHON 0€30MacHOCTH, MPEIOoJararolas HCIOIb30BaHUE AJANTHBHBIX AJITOPUTMOB U
HaIpaBJIECHHAs Ha 3aIUTY KOPIOPATUBHBIX CUCTEM, aKTyaJIbHA.

[TocTpoeHne Moneny WHTENIEKTYalbHOTO aHajM3a JAaHHBIX SBISIETCS YacThIO Mac-
mITabHOTO MpoIlecca, B KOTOPHIM BXOIAT BCe 3aaur, OT (OPMYIUPOBKU BOIPOCOB BHIOOpA
U XpaHCHHs JTAHHBIX W CO3JIaHUs MOJENH A0 Pa3BEpThIBAHUS MOJENU B paboueil cpene.
J1st mocTpoeHus: MOJIENIM UCIOJIb3YIOT MAaTEMaTUYECKHE OCHOBBI CKPBITHIX MapKOBCKUX
Lernen, UHTEIVIEKTyallbHble MYJIbTUAr€HTHBIE TEXHOJIOTUH, alapaT HEYETKUX MHOXKECTB U
CEMHOTHYECKOTO MOJICIUPOBAaHUS | T.1. OTHAKO IJIaBHBIM TPEOOBAHUEM IIPH STOM SIBIISICT-
Cs KOMIUIEKCHBIN, CHCTEMHBIN MOAXO/I, EAUHBIN MPOLIECC TOCTPOEHUS aTalITUBHON CUCTEMBI
C y4eToM TpeOOBaHUI U METOAOIOIMHU 3aIUTHI HH(GOPMALIHH.

DTanaMM MOCTPOEHUA AJANTUBHON CaMOpPa3BUBAIOIIEHCS CUCTEMBI, IOCTPOECHHOM C
npuMeHeHueM 351eMeHToB A I, SIBISAIOTCA Cleayomme MOMEHTHI [3].

1. CocraBneHue mepevyHs OCHOBHBIX HMCTOYHUKOB JAHHBIX W BBIOOP MHGOpMaIuw,
noJijIeKalie anaansy.

2. [locranoBku 3amaun (aHAIKU3 TPeOOBAHMIA, OMPECIICHNE MPOOIEM sl PEIIeHus,
METpPHK, 110 KOTOPHIM BBITIOJIHSIETCS] OLICHKA MOJENH, ONPEACNIAIOTCS 3a1aud JUIsl IPOEKTa
MHTEJUIEKTYaJIbHOT'O aHAIN3a JIaHHBIX ).

3. CopTpoBKa M OYMCTKA JAAHHBIX (YHOPSAOYEHHE, yJaJIEHUE HEIOMYyCTHUMBIX M
OIMMOOYHBIX KOMOHHAINH, COTIIACOBAHNE JTaHHBIX ).

4. ®opMUpOBaHHE MAaTPHI] AJANTHPYEMBIX SKCHEPTHBIX OLICHOK W Ha MX OCHOBE
CO3/1aHH€ UCXOIHBIX CUCTEM HEUETKUX MPaBUJ U KJIacCU(UKATOPOB.

5. Knaccudukamnus perucTpupyemMbix COOBITHI (Hampumep, Yrpo3 IO BEKTOPY
NPU3HAKOB aTaK M MEXaHW3MOB 3alllUTHl IO BEKTOPY YIPO3, BBIIEICHHE KIACTEPOB,
YIPOIIAIIINX pa3/eIeHue JaHHBIX Ha 00y4JaloNuii M MPOBEPOYHBII HA0OPHI).

6. IIpenBapuTENbHBI CTATUCTUYECKUNA aHAIN3, NOJYyUYEHUE KOHTPOJIBHBIX METPUK U
3akoHOMepHOcTel. Co3/1aHne CTPYKTYPbl HHTEJUIEKTYaIbHOTO aHATN3a JAHHBIX.

7. CocTaBiieHHE CUCTEM HEUETKUX MPaBUJI, KOTOPbIE PEATU3YIOTCS B BUJE CHELMAIIHU-
3UPOBAHHBIX CTPYKTYP, MOJI00P KJIACCH(PHUKATOPOB, (OPMHPOBAHNE NPU3HAKA CTPYKTYPHI
(TPOMCXOIUT TOCTOSTHHO W HE3aBUCHUMO OT JalbHEHIIIEeH paboThl aropuTMa).

8. [TocTpoenue moaenu.

9. Ilepenaua ombita agmantuBHOW C3U (HacnenoBaHue) mo obecreyeHuo MHPopMa-
IIUOHHOM 0€30MacHOCTH.

10. O6yuyenue kimaccu(pUKaTopoB Ha OOydYaroleHl BBIOOPKE — TOJAMHOMKECTBY
BXOJHBIX BEKTOPOB, (POPMUPOBAHNE UHPOPMALMOHHBIX MOJIEH YETKUX KIACCU(PUKATOPOB.

11. AganTamnus CHCTEMBI K PEaJIbHBIM YCIOBHSIM.

12. Koppekiusi MaTpull IEpBOHAYAIbHBIX OLIEHOK M CUCTEM HEYETKHX MpaBUJI 110 pe-
3yJibTaTaM aJanTaluu.
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13. ®opmynrpoBaHUE HOBBIX HEYETKHX IMpPAaBWJ B CiIydae pacIIUpeHHs Kiaccudu-
Kaluu, pa3paboTka crieruuKayy Ha Co3laHie HOBOTO MEXaHW3Ma 3aiuThl. @opMupoBaHue
KOMILIEKCA OLEHOK 3aIUILEHHOCTH CUCTEMBI.

14. Ananu3 CTpyKTypbl KJIacCU(HUKATOPOB U BBISIBIICHUE HEIOCTATKOB B CHCTEME 3alllH-
ThI, OLIEHKAa 3((EKTUBHOCTH CUCTEMBbI, BKIIIOUEHUE B HEe JOIMOJHUTEIbHBIX MEXaHHU3MOB
3aIUTHI.

15. KoHTpOIIb LIEIOCTHOCTH TAaHHBIX U MIPOrPaMMHBIX MOJYJIEH, TpU HEOOXOIUMOCTH —
BOCCTAQHOBJICHHE TIPOTPAMMHOM Cpefibl, U3MEHEHHE CTPYKTYPbI CUCTEMbI WH(GOPMAIIMOHHON
0€30MacHOCTH.

[Topsnok nelcTBU COTJlaCHO METOAY MpOEKTUpoBaHUsA anantuBHbIX C3U moxeT
HU3MEHSATBHCS, HO 00s3aTCIIBHBIMHU SIBIISIFOTCS [4]:

1) dbopMupoBaHre MHOTOMEPHBIX MAaTpPHUIl aAaNTUPYEMbIX OIIEHOK M Ha MX OCHOBE
CO3/IaHH€ MCXOJHBIX CUCTEM HEYETKHUX MPaBUJ U KIacCU(PUKATOPOB (Ha HUKHHUX YPOBHSIX
3aIlUTHI — KJIaCCU(UKATOPOB «IIPU3HAKH aTaKH — YTPO3bl», HA BEPXHUX YPOBHAX 3aIUTHI —
KIIaCCU(UKATOPOB «yTPO3bI — MEXAaHU3MBI 3aAIUTHD );

2) uneHTUUKAINS BBISIBICHHON YTPO3bI U MPH PACIIUPEHUM TIOJISI U3BECTHBIX YIPO3 —
KJIaCTEpHU3aIMsl YyIPo3 C MOCISAYIOMEH aganTaueii ”HPOPMaIMOHHBIX TOJICH IyTeM 00Yy-
yeHust anropurma UAJL;

3) KOoppeKlUsa U paclIMpeHUe CUCTEMbl HEUETKUX IpPaBUJI, BbI3BAHHAS M3MEHEHUEM
TOJISL yTPO3;

4) Mmomu(UKAIHSA CUCTEM HEYETKUX MPABHIII U MATPHIl SKCIIEPTHBIX OIICHOK B PE3YIb-
Tare 00y4YeHus KJIacCU(PUKATOPOB YPOBHEH 3aIUTHI;

5) onncaHue HOBOTO MEXaHM3Ma 3allUThI;

6) popmynupoBka crienupUKaIy Ha CO3IaHIEe HOBOI'O MEXaHU3Ma 3allUThI;

7) ananu3 3ammiieHHoctTd UT-cuctemsl (B ciydae SKOHOMHUYECKOU 1eNIecO00pa3HOCTH)
BKJIFOUAET HOBBII MEXAaHU3M 3alllUThl B COCTAB 3aILIUTHI.

Meton onieHKH 3()PEKTUBHOCTH aIalITUBHBIX CUCTEM
3alIUThl UHPOPMALIIU

O¢pdextuBHOCTh (yHKIMOHMpPOBaHUA C3U 3aBUCHT OT MHOXKECTBa JIEHCTBYIOLIMX
B3aMMOCBSI3aHHBIX MEXIYy COOOH 3JIEMEHTOB U, KaK MPAaBUJIO, OLIEHUBAETCS COBOKYITHOCTBIO
KPUTEPHEB, HAXOAALIUXCS B CJIOKHBIX KOH(QJIMKTHBIX B3aMMOOTHOIICHUSX.

OtcyTcTBHE HA CErOHAIIHUM JIeHb OOIIEro MOIX0/a K PEIICHUIO 3a/1ay TaHHOTO Kilacca
3aKOHOMEPHO BJIeYET 3a 000 MHOrooOpasue pa3In4yHbIX HE B3aUMOCBS3aHHBIX METO/I0B
OLICHKM KayecTBa.

[Ipocreiimeit cxemoit mocTpoeHus 3auuThl, ycrpanstomen 20 — 30% yrpos, sasisercs
cxeMa bezomacHocTs = TpaaulMOHHBIE CPEICTBA 3AIUTHI.

bonee HamexxHOM cXxeMO#l MOCTpOEHMs 3aluThl, 10 AaHHbIM «Komnerorep-IIpecey,
obecneunBaromieir 40 — 60% >hHEKTHBHOCTD, SBISETCS KOMIUICKCHBIA IOAXOJ, HATHYHC
4eTKO C(OPMYIMPOBAHHBIX U JAEHCTBYIOLINX MOJUTUK 0€30MaCHOCTH, UCIIOJIb30BAaHUE pa3-
BETBJIEHHOTO MEPEYHsI TPAAULIMOHHBIX CPEJICTB 3aLLUThI, TIOCTOSHHBIA KOHTPOJIb CUTYALIUN
u Oe3oTiaraTesbHOE MPUMEHEHUE Mep 3aluThl. [Ipu 3TOM cxeMa 3aIiuThl BBIMVIAIUT Clle-
ayrouM obpazom: besonacHocts = [Tonutuka 6e3onacHoctu + TpaauLMOHHBIE CpeCTBa
3amuUThl + AHanu3 pucka + Peanuzanus KoHTpMED.

W, HakoHel, MOJeNb aJalTUBHOIO YIpaBIEHUS O€30MaCHOCTBIO TOT K€ MCTOYHHUK
npeJyiaraeT onuceBaTh popmynoit besonacnocts = Ananu3 pucka + [lonuTnka Ge3omac-
Hoctu + TpaauunoHHble cpeicTBa 3amuThl + Peanuzauusa koHtpmep + Ayaut + MoHu-
TopuHr + Pearuposanue.

[pomece onpenenenust 3h(HEKTUBHOCTH CHCTEM 3aIllMThl HAYWHAIOT C BHIOOpA U 00OCHO-
BaHMsI TIOKa3aTesiel (KpuTepreB) oleHKH Y(D(HEKTUBHOCTH CUCTEMBI 3aIIIUTHI, a 3aTEM MEPEXOIAT
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K TIoA0opy WM pa3paboTKe METOIMK pacuera 3TUX Tokasareieid. B [5] mpuBeacH mepedeHb
pacIpoCTpaHEHHBIX MOJXOAO0B K BHIOOPY KPHUTEPHEB M OIEHKE MapaMeTpOB, MOKa3aTean
3¢ (HEKTUBHOCTH CHCTEM 3aIUTHl U METOJMKH UX pacuera.

Haubonee pacrnpoctpaHeHHBIM criocoOoM oreHku 3¢dextuBHocTH C3U sBisercs
ONTUMU3AIMOHHBINA WM KOMOWHATOPHBIN moxo. [Tpu aToM perraercs 3a1a4a OnTHMU3AINH
BUJ/Ia: MAKCUMHM3UPOBATh HEKYIO (DYHKIIMIO IPU 3aJJaHHBIX OrpaHUYeHusax. B ciyyae agamn-
TUBHBIX CHCTEM YKa3aHHYIO METOAMKY TpEAaracTcs paclIpHUTh IapamMeTpoM Kk, Xapak-
TEPU3YIOIIUM STalbl aaTUBHOTO TpoIlecca.

BBenem Hmxkecnemyromue 0003HaYeHUS:

U= {ujﬁ — MHOXECTBO yrpo3 6e3omnacHocty, j = 1, ... m;

A= {a";} — MHOXECTBO MEXaHU3MOB 0O€30MTaCHOCTH, MCTIOJIb3YEMBIX Ha k-M dTarle ajiar-
TUBHOT'O TIpoIiecca,

X = {x;} — MHOXecTBO TpebOoBaHMI1 OE€30MACHOCTH,

i=1...n,k=0..R.

C*= {c"}} — momycruMbIe 3aTpaThl HA CO3MAHME 3AIUTH (0OBEM 3aTPAT Ha CONPO-
BOK/IGHHE CHCTEMBI C YUETOM peajii3alliy k-To 3Tara aJlalTUBHOIO IMpolecca), MPUYEM C ; —
9TO 3aTpaThl HA HAYAIBHYIO pa3padOTKy, OOy4YeHHE U TePBOHAYAIBHBIN 3aITyCK aJallTUBHOU
CUCTEMBI;

d" (7, J) — 2bheKTHBHOCTh HEUTPAIM3AIMH (-M MEXaHHU3MOM O€30ITaCHOCTH j-i YTIPO3bI
Ha k-M dTarmne.

s mocTpoeHHsi MaTeMaTHYECKONW MOJIENH BBOJST NepeMeHHYIo p(i,j), paBHyIO 1,
€CJIH j-s yIpo3a yCTPAHSIETCS C IOMOIIBIO i-TO0 MEXaHU3Ma, ¥ HYJII0 — B IPOTUBHOM CITy4dae
U ¢, TaKy10, 4TO
(i) 1 —ecnu i — 1t mexanuzm 6e3onacHocmu UCROIbL3Yemcsi Oisk YCMPAHEHUsl j — U Yepo3bl;
4w 0— 6 npomuerom cyuae

Ecnn undopmanmonHsie yrpo3sl MEXIy OO0 HE CBA3aHBI, TO TpeOyeTcs HaWTH
MaKCUMaJbHBIA 3PPEKT OT HEUTpaIU3ali MHOKECTBAa HHPOPMAIIMOHHBIX yrpo3 U ¢ mo-
MOIIIBIO 33JCKIIAPUPOBAHHBIX B CHCTEME CPEACTB 3aIUTH A TIPH OTPaHUICHHSIX HA 00N
o0bem 3arpar C.

> > d G, j)p(i, j) = max (1)
k=1 j=1 i=l
IIpU OrPAaHUYECHUIX
D c(i)*signy_ p(i, j) < C (2)
i=1 ujeU
p,)e@0), j=1..m; i=1...n. (3)

Heckonbko BUION3MEHHB MTOCTAHOBKY 3aJla4d U BBEJIS TIOHATHE (DYHKLIUH ITPUHAIICK-
HocTH " (X,) B COOTBETCTBUH ¢ [6], IOTYUNM BapUaHT orleHKH 3GHeKTMBHOCTH HH(OpMALIH-

OHHOW CHUCTEMBI 3allUTHI B Clydyae HEYETKUX rnokazareneil. [Iycts W — cuéTHoe MHOKECTBO

nokazarenei W= {w;}!, i=1...n , n — konudyecTBo nokazareinei. [IpuHaIEKHOCTD K Ompe-

JeNEHHOMY YPOBHIO O€30MaCHOCTH OMpeIeNsieM Ha 33JaHHOM MPOMEXYTKe, Harpumep, [0, 7.

Toraa MHOXECTBO 3HaUEHUH V, ONpenesoX BhINOJIHEHNE TpeOOBaHNUN O€30M1acCHOCTH,
n A A

X; X,

ompenensiercs Kak: V = Z M , TIIe M

Py X, X

i i

— napa «(QyHKUUS OPUHAATIEKHOCTH \

DJICMCHTY.
IIpu stoM, ecnm, Hanmpumep, X = {1, 2, 3, 4, 5} — 3amanHble HAOOpHI TpeOOBaHUM

3alUTHl CUCTEMBI, TOra HEYETKOE MHOXKECTBO OIICHKH 3aIlMIIEHHOCTH CUCTEMEI, HUMEIOIICH

onpeaenéHHble Kputepuu 6e3omacHoctu, oynet: A = 0,2/1 +0,4/2 + 0,6/3 + 0,8/4 + 1/5.
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WHTepnperanys ykasaHHOro npuBesieHa B Tad. 1.

Tabmuma 1
i TpebGoBanue 0€30MACHOCTH Cocrostaue 6€30MacHOCTH CHCTEMBI
1 1 a0COJIFOTHO He3aIMIIEHHAS
2 2 HEAOCTATOYHO 3aIUIIEHHAS
3 3 3aMUIIEHHAS
4 4 JOCTATOYHO 3alIHIIEHHAS
5 5 a0COJIFOTHO 3aIlUIIEHHAS

PasHbie cocTostHUsT O€30ITaCHOCTH CUCTEMBI BBIICIISIOTCS B BHIC TTOJMHOXKECTB HEUET-
KOTO MHOJKECTBA, a BEPOSTHOCTh B3JIOMa OI[CHMBAEMOW CHCTEMBI MOKET COOTBETCTBOBATh
KapJWHAILHOMY YUCITy (MOLTHOCTH) HEYETKOTO MHOXKECTBA.

[Tpu Takom momxozae aisi oneHKH 3(H(HEKTUBHOCTH 3aTUINEHHOCTH aITaITHBHOM CHC-
TEMBI 3aIlIUThl HEOOXOIUMBI JJAHHBIC 0 HEOOXOIMMBIX TPEOOBAHMSX 3AINUIIEHHOCTH U JaHHbIC
O TIOJTHOTE BBITIOJTHEHUS 3TUX TPeOOBaHUIA.

[Tono06HBII TOAXO] TO3BOJISIET JOOUTHCS TOCTOSSHHOTO MOHUTOPHHIA COCTOSIHUSL HH(DOP-
MAaIMOHHOW 0€30MaCHOCTH CHCTEMBI, BBITIOJIHUTH MPOTHO3 BO3MOKHOCTH OCYIIIECTBIICHUS aTaK,
MIPOBECTH M3MEHEHHE TPeOOBaHMIA K TepeMeHHbIM Oe3omacHocTH. [lomydaeM BO3MOXHOCTH
KOHTPOJISI BHOBb BO3HUKAIONIUX YTPO3, YCTPAHSITH ySI3BUMOCTH, KOTOPBIC MOTYT TIPUBECTH
K peaIi3aliy yTPo3bl, aHATM3UPOBATH YCIIOBUS, IPUBOISIINC K MOSBICHHUIO YI3BUMOCTEH.

[IpumeHnenue >3PHEeKTUBHBIX aJTTOPUTMOB

IlocTpoeHne aganTUBHBIX CaMOPa3BUBAIOLIMXCS CHCTEM 3alllUThl HEBO3MOXXHO 0e3
OBICTPOJCHCTBYIOIINX aIrOpUTMOB. Hampumep, oIHUM M3 HEJOCTATKOB TPAAULIMOHHOTO
MOJX0/a SBISETCS 3aJepXKKa BO BPEMEHU MEX[IY IOSIBICHHEM HOBOW aTaku U CPEICTB
3anuTel oT Hee. B Teopunm C3U pa3nuyaroT OJXHOBPEMEHHOE, ONEPEXKAIOIIEe M 3arla3/ibl-
BAaIOILEe MPOTUBOJAEUCTBHE. MeanbHbIM BapUaHTOM SBJISIETCS OLIEPEXkKAroIIee MIPOTUBOICH-
CTBHE, a JIJISI 5TOT0 HEOOXOANMO HE TOJBKO HATWYHE METOAWK, TIO3BOJISIIONINX CBOEBPEMEHHO
0OHapy>XHTh Yrpo3y 0€30MacHOCTH CHCTEME, HO U NMPUMEHEHHE aJITOPUTMOB, CIIOCOOHBIX
BBINOJIHUTH aHAJIU3 CUTYAllMH U CBOEBPEMEHHO JIMKBUINPOBATH PE3yJIbTaThl BTOPKEHHUS.

BaXHBIM MOMEHTOM SIBJISIETCS MCIIOJIb30BAaHHE B aaliTUBHBIX OJOKax ajlroOpuTMOB
COPTHPOBKH, KOTOPBIE OLIEHUBAIOTCS MO CKOPOCTU BBIIOJIHEHUS M 3(PEKTUBHOCTH HCIIOJIb-
30BaHUS MaMATH. ECITH anroput™ COPTHPOBKH HCIIONB3YET TOJIBKO aOCTPAKTHYIO OIEPAITUI0
CpaBHEHHMS KIIIOYEH, TO €ro BRIYHCIUTEIbHAs CI0KHOCTh O(nlogn) oneparuii cpaBHEHUS.

[Ipy HapannenbHOM BBIUMCIEHMM 71 CHTyaluii MoxHO orTcoptupoBath 3a O(log’ n)
onepauui, a XyAIIMMHU SIBJISIOTCS aITOPUTMbI COPTUPOBKH, BBIYMCIMTENbHAS CIOXKHOCTb
kotopeix O(n”) omepamuii. TpeGyeMblii 00beM NaMATH ISl PeaTn3aliH aIrOPUTMOB COp-
TUPOBKH, Kak mpaBuiio, coctasisier O(logn) sueexk.

MeTo/1bl COPTUPOBKH, PEKOMEHyeMbIE JJIsl UCTIOJIb30BAHUS B CUCTEME — COPTUPOBKA
BCTaBKaMH (MOXXET COPTUPOBATh CIIMCOK IO MEpE €ro Mojy4yeHHs), OJ0YHas COPTUPOBKA
(oTHOCHTCSA K KJ1accy OBICTPBIX aJITOPUTMOB C JIMHEHHBIM BpeMeHeM ucnoinenus: O(N)).

3amava kiaccu(UKaluu — OJlHa M3 Hambosiee paclpoOCTPAaHEHHbIX 3a/lad B aHAJIN3E
nanHbIX. Ha ceropnsmHuii 1eHb pa3paboTaHo OOJBIIOE YKMCIIO MOAXOA0B K PEIICHUIO 33734
KJaccu(UKaIUK, UCTIONB3YIONINX TaKUe AITOPUTMBI, KaK JIEpeBbsl pEIICHUH, HEHPOHHBIE
CETH, JIOTUCTUYECKAs] PErPECCUsI, METOA ONOPHBIX BEKTOPOB, AMCKPUMHUHAHTHBIA aHAINU3,
accouaTiBHble TpaBwia. OMHUM U3 3PQPEKTHUBHBIX aJTOPUTMOB KJIACCU(DHKALMU SBIISCTCS
TaK Ha3bIBAEMBIN «HAMBHBIN» (YIpOIIEHHBIH) anroput™ baiieca. C Touku 3peHust ObICTPOTHI
00y4eHus1, CTaOMIPHOCTH Ha Pa3IMYHbIX JaHHBIX M MPOCTOTHI peain3aiuu, anroput™ baiieca
MPEBOCXO/IUT MPAKTHIECKU BCE M3BECTHBIC Y(D()EKTUBHBIE aMTOPUTMBI Kiaccudukarmu. O0yde-
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HHE aJrOpUTMa MPOU3BOJIUTCS MyTEM ONpeeNIeHHs] OTHOCUTENBHBIX YAaCTOT 3HAYCHUN BCEX
aTpuOyTOB BXOJHBIX JAHHBIX MPU (PUKCUPOBAHHBIX 3HAYECHUSIX aTprOyTOB Kiacca. Kinaccudu-
Kallis OCYIIECTBIISIETCS MyTeM MpUMEeHeHus mpasuia baiieca /Ui BBIYMCIECHUS yCIOBHOU
BEPOSITHOCTH KaXKIOT0 Kiacca JJisl BEKTOpa BXOAHBIX aTpuOyToB. BXOIHOI BEKTOp MPUITUCHI-
BACTCsI KJIACCY, YCIOBHASI BEPOSITHOCTh KOTOPOrO TP JTAHHOM 3HAYEHHM BXOJHBIX aTpuOyTOB
MaKCHMaJTbHA. AJITOPUTM CTPOUTCS B TIPENIOTIOKEHUH, UTO BXOIHBIE aTPUOYTHI YCIOBHO (st
KQ)KJIOTO 3HAYEHHUS KJIacca) HE3aBUCUMBI IPYT OT ApyTa [6].

[Iprmepbl MpUMEHEHUS aTAITUBHOTO MOIX0/1a
B 3aIUTE KOPIIOPATUBHBIX CUCTEM

[TonTBepxkeHNEM pacIpOCTPAHEHUS AAANTUBHBIX CUCTEM B KOPIIOPATUBHOM YIIPaB-
JICHUU SIBJIAIOTCS CIIEAYIOIIME IPUMEDPBI.

Microsoft SQL Server 2008 mpemocTaBiisieT HHTETPUPOBAHHYIO CPEy TSl CO3/IaHUS
MOJI€JIEN MHTEIIEKTyaJIbHOTO aHaJIu3a JAHHBIX U pa0dO0Thl ¢ HUMH. JTa CpeJa Ha3bIBAECTCA
Microsoft SQL Server Analysis Services u cocTouT u3 Habopa CHEIUATLHBIX HHCTPYMEHTOB
(Business Intelligence Development Studio, SQL Server Management Studio, Microsoft
SQL Server 2008 Integration Services, BI Development Studio).

JlaHHas cpefa BKIIOYAET arOPUTMbI MHTEIUIEKTYaJIbHOTO aHAJIN3a JAHHBIX U CPEJICTBA,
obIerdarommue pa3paboTKy KOMIUIEKCHOTO PEUICHHS, IPUMEHUMOTO B PAMKaX CaMbIX Pa3HBIX
npoekToB. Tak, Hanpumep, Microsoft 3asBISIOT 0 IPUMEHEHUH «TEXHOJIOTHH aKTUBHOM 3a-
IIMTHD, OCHOBAaHHOW Ha OLIEHKE MOBEICHUS MPOrpaMM C TOYKU 3PEHHS UX MOTEHIMAIbHOMN
onacHocTH. B yactHocTH, C3U KOppeKTUPYIOT CPEACTBA 3AIIUThl KOMIIBIOTEPA MPH U3Me-
HEHUM €ro cTaTyca Wi OJIOKUPYIOT €ro, €CIM BO3HUKAET IOA03PEHUE B 3apAKEHUHM BUPYCOM
WIN IPOHUKHOBEHHH 3JI0yMBIIIJICHHUKA.

B amnpene 2010 rona ¢pupma IBM npencraBuiia cucTeMbl HHTEIIEKTYaJIbHOTO aHAIN3a
U 00paOOTKHU TpaH3aKIMi, TOMOTAIOIINE U3BJIEKAaTh BaXKHbIE 3HAHUS U3 OTPOMHBIX MAaCCHBOB
JTAaHHBIX, B TOM YHCJI€ U ONPEAEICHHUs CKPBITHIX BO3MOKHOCTEH WM BBINIOJIHEHUS aHAIN3a
cucTeM Ha noBesieHYeckoM ypoBHe (http://www.ibm.com/news).

Kommanwus ISS (Internet Security Systems) pa3zpaboTana MoJielb aIaNTUBHOTO yIpaB-
JeHus: 6e30MacHoOCThIO, momyurBiIyto HazBanue ANS (Adaptive Network Security). Aoan-
mueHbll kKomnonenm ANS 103BoJIsIET MOAUDUITMPOBATH MTPOIECC aHAIN3A 3AIIUIICHHOCTH,
NPEIOCTABIIAA CaMYIO MOCIEAHIO HH(MOPMALIUIO 0 HOBBIX YSI3BUMOCTIX. OH TaKke MOJU-
¢GuIMpyeT KOMIIOHEHT OOHAPYKEHUs aTak, JOIMOJHSAS ero nocjaenHeil nHpopmanueit o no-
JIO3PUTEIBHBIX JCUCTBUSAX U aTaKax.

CemeiicTBo nponykroB SAFEsuite, pazpaborannoe ISS, Inc., B HacTosmuUii MOMEHT
ABJIAETCS HauOOoJIee MOLTHBIM KOMIUIEKCOM CUCTEM, BKJIFOYAIOIINM B C€0sI TAKHE KOMIIOHEHTHI
MOJZIENN aJalTUBHOIO YIpaBJeHUsI O€30MacHOCTBIO CETH, KaK: CHUCTEMY aHajM3a 3alllUIIeH-
HOCTH Ha ypoBHe ceTu Internet Scanner; cucTeMbl aHanM3a 3alUIIEHHOCTH HAa YpOBHE
orepannoHHoM cucteMsl U npukiaanoro IO System Scanner u Online Scanner; cucremy
aHanu3a 3amunieHHocty Ha ypoBHe CYBJ] Database Scanner; cucteMbl 0OHapy>KeHUS aTak
RealSecure (Network Sensor, Appliance, OS Sensor, Server Sensor); cucremy HOIIEPKKU
NOPUHATHS pelIeHHs] U IPOrHOo3upoBaHus B obnactu 6e3onacHocti SAFEsuite Decisions.

Poccuiickas komnanus «MHpopm3ammuTa» coobuaer o pa3paboTke KOHUENLIUU U
peanu3ayy MoJICUCTEMBl aalTUBHONW 0€30MacHOCTH M MPOTUBOJACHCTBUS BHEIIHUM aTa-
kam OAO «Bemmnenkom» (http://www.infosec.ru).

[TpruMepoM afanTUBHOIO KOMIIOHEHTAa MOXKET CIyXKHMTh MEXaHHW3M OOHOBJIEHUs 0a3
JTAHHBIX aHTUBUPYCHBIX MTPOrpamMM, KOTOPbIE SBIISIOTCS YACTHBIM CIy4aeM CHCTEM OOHapy-
KEHHS aTaK.
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Opnnako 3 (eKkTHBHO peann3oBaTh BCE OMUCAHHBIC TEXHOJOTHH B OJHOW CHCTEME
MIOKa HE yJIaeTcs, O3TOMY MOJIb30BaTENAM NPUXOAUTCSA IPUMEHSITh COBOKYITHOCTh CHCTEM
3alIUThl, OObEANHEHHBIX €IMHON KOHIENIUEeW 0e30acCHOCTH U MPOI0JKATh MOMCKH JTyUIITNX
C TOUKH 3pEHUS COOTHOIIEHUS «3(PPEKTUBHOCTD — 3aTPaTh» PELICHUH.

BriBoabl

AJanTUBHBIC AITOPUTMBI SIBISIFOTCS HEOOXOIUMBIM U COBPEMEHHBIM JIOTIOJTHEHHEM
TaKOW KPYMHOW MHPOPMAIIMOHHOMN CTPYKTYPHI, KaKk KOpriopaTuBHas cuctema. OgHoi u3 eé
COCTaBHBIX YacTel SABIETCS cucTema 3amuTsl nHpopmanuu. CpeacTBa 3aluThl JOKHBI
MIOCTOSIHHO COBEPLICHCTBOBATHCA U PA3BUBATHCS, BBHUJLy YETrO IMOCTPOCHHE aJanTHUBHON
camopassuBarouieiics C3U sBrsieTcs: akTyalnbHbIM, a UCTIONb30BaHue Hapsny ¢ AL ObicTpbIx
AIITOPUTMOB YBEIHYUT 3PPEKTUBHOCTH CUCTEMBI.

B pabore u3no’keHbl OCHOBHBIE NPUHLUIIBI aJanTally, NPUMEHUMbIE B CHCTEMax
3alUThl HTHPOPMALIUH, TPEASIOKEHa MOJIeNb aJalTUBHONW CUCTEMBI 3alIUThl HHPOPMAaLIUH,
OTJIMYAIOIASACS UCIIOJB30BAHNEM MEXaHW3MOB HHTEIIEKTYyalIbHOTO aHallu3a JaHHbIX.

Omnmcanbsl MeTOBI OLEHKU A(P(PEKTHBHOCTH aIalTUBHON CHUCTEMBI 3alUTHl HHPOpMa-
[[UHM, OTMEYEHA HEOOXOAMMOCTh UCIMONB30BaHUS A((GEKTUBHBIX aITOPUTMOB Ha PA3THUYHBIX
sTanax padboThbl aAANTUBHON CHCTEMBI 3aLUTHI.

[IpuBeneHHble B MOCIEIHEH YacTW CTaThU JaHHbIE CBUICTEIBCTBYIOT 00 aKTyasb-
HOCTH pPAacCMaTpUBaeMOW TEMbl, CIOKHOCTH U HEOOXOAMMOCTH Pa3BUTHs aJalTHBHOIO
MOJIX0/1a K PEIICHUIO MPOOJIEMBI 3alIUThI OONBIINX cucTeM. M, pazymeercs, mpakTHiecKas
[IEHHOCTh Pa3BUTHsSI ATOTO HAMpaBIEHHS MOATBEPIKIAETCS BOCTPEOOBAHHOCTHIO MOJOOHBIX
anropuTMoB Ha pbiHke UT-TexHomoruii.
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H.O. Macnoesa, B.B. Illamacs

Hpunuunu agantamii y 3aXucTi KOPNOPaTUBHUX CUCTEM

VY po0oTi cucTeMaTH3oBaHi OCHOBHI MPHHIMUIM aJamTamii, sSKi BHKOPHCTOBYIOTBCS B CHCTEMaX 3aXUCTY
iH(popMaIlii, HaBeIeHa METOIOJIOTs TOOYI0BY CUCTEM 3aXHCTY Ha OCHOBI aIalITUBHOTO ITIIXO/TY, 3aPOIIOHOBAHA
METO/IMKA OIIIHKY €(PEKTUBHOCTI afalTHBHOI CHCTEeMH 3aXvcTy. HaBenmeHi mprikiiaay BKIFOYCHHS 1HTEIeKTyalTbHIIX
aJlalITUBHUX CHCTEM 3aXUCTY B KOPIIOPATHUBHE yIPABIIIHHS.

N.A. Maslova, V.V. Shamayev

Principles of Adaptation in Corporate Security Systems

The basic principles of adaptation, which are used in the security systems of information are systematized,
methodology of construction of the security systems on the basis of adaptive approach is described, the
method of estimation of efficiency of adaptive security systems is offered in the article. The examples of the
intellectual adaptive security systems which are included in a corporate management are described.

Cmamuws nocmynuna 6 peoakyuro 01.06.2010.

«ITyuynuit inTenekr» 4’2010 429



