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Kpasuyx  A.0., /Jepkynuckaa FO.B., Iybenxko H.E. [Ilonumuka 6e3onacnocmu
INEKMPOHHBIX HIIAMEINICHBIX CUCHMeEM 6 cemu unmepnem. Paccmompenst mpeboeanus u nymu
nosviutenus UHPOPMAYUOHHOU 0e30NACHOCIIY 2TeKMPOHNBIX NAAmMedlCHbIX cucmem. [Ipedcmasnensi
CPAGHEHUSL HAOHCHOCHIU NIAMENCHBIX CUCTIEM.

Oo0mast nocTaHOBKA NMpodJieMbl

C KaXIOplM TOIOM TIOJNB30BATENIed HMHTEPHETAa CTAHOBUTCS BCce Oosbime. MHOXKATCA W
PaCIIUPSIFOTCS. MHOTOYUCIICHHBIE CePBUCHI, BHEAPSIOTCS HOBbIe TexHOJoruu. Bo BecemupHyto cethb
BBIIIJIA TOPTOBJIS, YePe3 UHTEPHET, CTAIH MPEIOCTABISATHCS Pa3HOOOpa3HbIe TUIATHBIC YCIYTH. JTO
BBI3BAJIO PA3BUTHE 3JIEKTPOHHBIX TJIATEKHBIX CHCTEM.

CucreMa 3JIEKTPOHHBIX IJIATEXKEH — 3TO CUCTeMa OE3HANMYHBIX PACUETOB, 3AKJIFOUYCHUE
KOHTPAKTOB U MEPeBOJa IEHET MEXKIy MPOJABLAMU M MOKYMNATEsIMU, OaHKAMHU W UX KITUEHTaMH C
MOMOIIBIO CPEACTB JJIGKTPOHHOW KOMMYHUKALIMM C TPUMEHEHUEM CPEACTB KOJUPOBAHUHU
uH(pOpPMaLINU 1 ee aBTOMAaTU4YeCKOH 00paboTKH.

DNIEKTPOHHBIE TUTATEXKHBIC CHUCTEMBI SIBJISIFOTCS OJHUM W3 CaMbIX TOMYJSPHBIX BUIOB
paboThl ¢ AMeKTPOHHON BajroTOW. C KaKIbIM TOAOM OHHM PA3BHBAIOTCS BCE AKTUBHEE, 3aHUMAs
JOBOJIBHO OOJIBIIYIO JTIOJIIO pbhiHKa 1O padoTre ¢ BamoTOH. BMmecte ¢ HUMM pa3BUBAKOTCA H
TEXHOJIOTHU o0ecredeHuss ux Oe30macHOCTH. [IOCKONbKY HA CErOAHSIIIHUNA J€Hb HU OJIHA
3JICKTPOHHAS IJIATEXKHAS CHCTeMa HE MOJKET CYIIeCTBOBATh 0€3 XOPOIIMX TEXHOJOTHH M CHCTEM
0e30MacHOCTH, KOTOpPbIE B CBOKO OuUepelnb OOeCredYMBarOT OE30MACHYI TPAH3AKLHUIO JIEHEKHBIX
OnepaLuid.

B kayecTBe HMCXOAHBIX TMOJOXKEHUNW MCCIAEAOBAHMUI  HCIOJB30BAaHbl  PE3YJbTATHI,
usnoxkeHHeie B padorax B.A. Tepacumenko, A.A. I'pymo, J.II. 3erkae, A.M. Haamko,
Menpnukosa FO.H. u MHOTUX ApyTrHXx.

[enpto paboOThl sABNSETCS TOBBILIEHHE HHPOPMAIMOHHONH O€30MaCHOCTH 3JIEKTPOHHBIX
TUIATEXKHBIX CHCTEM B CETH HHTEPHET.

CaMux 3JIEKTPOHHBIX IDIATEKHBIX CHUCTEM, COOCTBEHHO, KaK W TEXHOJIOTUH TO 3aIluTe,
CYLIECTBYeT OYeHb MHOTO. Kaxkaasi U3 HUX UMeeT pa3IMdHbIe MPUHIUIBI U TEXHOJIOTHH PadoThI, a
TaK>kKe CBOM TOCTOMHCTBA U HempocTaTku (Tab. ).

OyHKIIMOHNPOBAHUE TIATEXKHBIX CHCTeM B UHTEepHETE BO3MOKHO TOJIBKO MPU OOecrieueHnn
ycnouii  OesomacHoctu. Ilomsitme "Oe3omacHOCTH WHpOpMauMu"' MOXKHO OMNPEAETUTh Kak
COCTOSTHUE YCTOMYMBOCTH HMH(OPMALMKM K CIYYaWHBIM WU TPEeTHAMEPEHHBIM BO3IEUCTBUSM,
UCKJTFOYAOIee HEIOMyCTUMbIE PUCKH €€ YVHUYTOXCHHS, HCKAKEHHS W PACKPBITHS, KOTOPBIE
NPUBOAST K MaTepuajbHOMy yinepOy Bameiblla WIM TMOJNb30BaTeNst uHpopMmanuu. Pemenue
npobsieMbl 0€30MaCHOCTH OCHOBBIBAETCS HAa KPUOTOrpadUIecKuX WiH MUGPOBATBHBIX CUCTEMAX,
00eCTeYnBaOIUX CICAYIOLINE CBOMCTRA!

—  KOH(UACHINAJIBLHOCTD - HH(OpPMAIHSI TOKHA ObITh 3aIMINEHA OT HECAHKIIMOHUPOBAHHOTO

JOCTyTa KaK MPU XPaHEHUH, TaK U npu nepenade. JlocTyn k HHPOPMAIIUN MOKET MOJYUUTh

TOJIKO TOT, AJIsI KOTO OHAa mpenHasHadeHa. ObecnieunBaercs mudpoBaHuem;
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— ayTeHTU(QUKAIUIO - HEOOXOIMMO OJIHO3HAYHO HWACHTU(HUIMPOBATH OTIPABUTENSA, NPHU
OI[HOSHa‘{HOfI I/II[eHTI/I(bI/IKaL[I/II/I OTHIPABUTEC]Ib HE MOXET OTKA3aTbCA OT MNOCIaHUA.
ObecnieunBaeTcs 3IEKTPOHHON TH(PPOBOH MOANUCHIO U CePTUHUKATOM;

— UEJOCTHOCTh - wuH(popMamus nobKHA OBITh 3allMIIeHa OT HECAHKIMOHUPOBAHHOMN
Moau(UKaMK KaK NpU XpaHEHWH, Tak U npu nepenade. OOecrneunBaeTcss 3IEKTPOHHON

¢ poBoi moanucho[4].

Hauamo

Hed)opManLHoe OIIMCAHHUEC KOMITOHEHT CUCTEMEI
Hed)OpMa.]'ILHOC 3aJlaHne TMpaBu MMOJIUTUKHA 6e30IIaCHOCTH

v

BbIpaGoTKa (GOpMAaIbHBIX [TPABHI OTPAHHUYEHHS TOCTYIIA

(DOpMa.]'II/ISaLII/IH OIMHUCAHUS apXUTEKTYPhI HCCHCZ{yeMOﬁ CHUCTEMEI,

v

Y

(DOpMa.]'ILHOe JA0Ka3aTCJIbCTBO COOTBETCTBUA pa3pa60TaHH01‘/‘1
CHUCTEMBI 33/1aBaeMOi MOJTUTHKHA 6e30I1acHOCTH

v

U pacripeJicjicHue 006s13aHHOCTEH MEXTY Cy6”beKTaMI/I CHUCTEMEI

I/IHTepHpeTaHI/Iﬂ yCJ'IOBI/Iﬁ BBIMTOJHEHHS MTOJIMTHKH 0€301IaCHOCTH

v

y

Brisieaenue TpeGOBaHHﬁ, KOTOPLIM JIOJKHA YAOBJICTBOPATH
crucTeMa 6e30MacHOCTH I aAC€KBAaTHOT'O BBITTOJIHEHUST

BO3JIO)KCHHBIX Ha Hee (GyHKIHH

\ v

CocTaBieHHE CIIUCKOB CYIIECTBYIOIIUX CPEACTB U
MeXaHU3MOB obecTieueHus HHGOPMAIIMOHHOM 3aIUThI,
BBITIOJIHSIIONHE TpeOyromuecs GyHKIUU

CHUCTEMBI 3AIIUTEI

OnruMansHoe MIPOEKTUPOBAHUE,
BLIGOp KOMITIOHEHT JJId peain3aiiuu

Pucynok 1 — bnok cxema o01mero airopurMa mocTpoeHUsI CHCTEMBI 3aIIUTHI 3JIEKTPOHHON
MJIATEKHOU CUCTEMBI [2 ]

["apantamMun 0€30MaCHOCTH IUIATEKHBIX CHCTEM SIBIISIIOTCS CTaHAAPTHl OE30MacHOCTH.
Haubonee pacmpocTpaHeHHBIMH CTaHIapTaMu O€30MACHOCTH BHPTYAJIbHBIX IUIATEKEH SIBISIFOTCS
npotokon SSL (Secure Socket Layer), obecneumparommii mmdpoBaHue NepenaBaeMbIX Uepe3
Wnrepner nannbix u crannapt SET (Secure Electronic Transactions).
[Iporokon SSL - craHmapt, OCHOBaHHBIA Ha KpUNTOrpaduu C OTKPBITBIMH KIJIIOYaMH.
IIporokon obecrieunBaeT 3alIUTy MAaHHBIX, nepenaBaembix B ceTsix TCP/IP mo mporokonam
NPUIOKEHUH 3a cyeT mHU(POBAaHUS M Ay TEHTU(PHKALNY CEPBEPOB M KIUEHTOB. JTO O3HAYAET, YTO
mudpyeTcst BCsi mHOpMALWs, NepenaBaeMas U noiydaemas Web-Opaysepom, Bkimodas URL-
azpeca, BCe OTIPaBJsIeMble CBEIEHHS (TaKHe KaK HOMepa KPEIUTHBIX KapT), JaAHHBIE IS JOCTYIIA K
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3aKkpbITbIM Web-caiitam (MMs1 TTONTb30BATENsl U MApOIib), & TAKXKE BCE CBENEHUsI, NOCTYMAIOMINE C
Web-cepeepos. Tpu ocHoBHBIE (PyHKIHMU O€30MACHOCTH, rapaHTUpOBaHHbIE B SSL, OCHOBaHBI Ha
KpUNTOrpaduu C OTKPBITHIM KIIFOUOM.

OnHON Y3 OCHOBHBIX MPUYHUH MEIUIEHHOTO pPOCTa 3JIEKTPOHHOH KOMMEPLHHU SIBISETCS
03a004EHHOCTD MOKYMAaTENEH HaIeKHOCTBIO CPENCTB, MPUMEHSIEMBIX TPH BBITIOJHEHUH TUIATEXKEH B
Wnreprere. OnmcanHbli Bble MPoTOKON SSL MO3BOJNSIET pemuTh 4YacTh HAa3BaHHBIX MpodieM
0e30MacHOCTH, OJIHAKO €ro poJib B OCHOBHOM OrPaHHUYMBaeTCs obecrnedeHneM MmHu(poBaHUs
nepenaBaeMbIX NaHHBIX. [103TOMY IUIsi KOMIUIEKCHOTO PEIIeHHs MEPEeYHCISHHBIX BBIIIE MPOOIeM
Obl1a paspaborana crneuuukanmsi W Co3qaH HAOOp MPOTOKOJIOB, M3BECTHBIC Kak craHmapt SET
(Secure Electronic Transaction - be3onacHble 31€KTPOHHBIEC TPAH3AKLIUH).

B ocHoBe cucreMbl O6e30macHOCTH, UCTONb3yeMoil crangaptoM SET, nexar craHmapTHbIe
kpunrorpadpudeckue anroputmsl DES u RSA. Uudpactpykrypa SET mocTtpoeHa B COOTBETCTBHHU C
uHdppacTpykTypoii oTkpeiToro kmoua (Public Key Infrastructure - PKI) na 6ase ceprudukaros,
cooTBeTCTBYOIIMX craHgapry X.509 opranumsammum mno cradgaptusauud  (ISO). T'naBHas
ocobenHocte SET - perjmameHTanus HCIONB30BaHHUA CHCTEMBI O€30MAaCHOCTH, KOTOpas
yCTaHABJIMBAETCS] MEXKTy HAPOJHBIMH IUIATEKHBIMH CHUCTEMaMH|[5].

Tabnmuna 1 - CpaBHHTEIBHAS TAOIMIA HAAESKHOCTH IJIATEIKHBIX CUCTEM [4].

Xapakrtepuctu | WebMoney | «npexc./{eHbru CyberPlat E-port
Ka »
AyTteHTH}UKAL Ectb Her Her Her
usi ¢
HCTIOJIb30BAHUE
M TOKEHOB
MHorodakTopH [Tapons + ITapons + Her Her
ast Gbaln-kio4 nmporpaMma-
ayTeHTU(UKaN KOLIEJIEK
St
[Mudposanue Anroput™m Auroput™ RSA, | Anropurm RSA, TexHonorus
tuna RSA, kiod 1024 dura K04 512 6ur SSL 3.0, krou
kmod 1024 ot 40 mo 128
burta our
Hanuune SMS- Ectpb Her Her Ectpb
cepBuca
Bo3moxkHOCTB Ectpb Ectp Her Her
nepesoaa
CPENCTB MEXKIY
YaCTHBIMHU
KJINCHTAMH
AHOHUMHOCTb Ectpb Ectp Her Ectpb
YaCTHBIX
KJINGHTOB
Cucrema Ectpb Her Her Her
blacklist
JlononHUTELH | ATTecTaius, Her Her Her
bI€ CPENCTBA apbutpax
3aIIUTHI OT
MOIIEHHHUKOB

[Tockonpky HTEpHET ONHOBPEMEHHO SIBISIETCA M 4YPE3BBIMANHO  3(PPEKTUBHBIM
KOMMYHHKATHBHBIM CPEICTBOM U CPENOH, BBI3BIBAIOLICH JOCTATOYHO OOJBIIOE HEOOBEpPHE Y
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NoJib30BaTesel, 0e30MaCHOCTh 3JIEKTPOHHBIX IUIATEXKEW SIBJISIETCS BeChbMa CEPbEe3HBIM KPUTEPHEM
ycrexa KOHKPETHOH CHCTeMbI M MCIOJB3YIOIIEro €€ 3JeKTPOHHOro OusHeca. BakHo, 4ToObl mpu
M000H peanu3aldyl B CHUCTEME HE OCTaBAJOCh IUIOXO 3AIMHUIIEHHBIX YYaCTKOB, CIOCOOHBIX
NPUBECTH K KpyHMHOMAcINTaOHOMY MoOIlueHHH4YeCcTBY. [103TOMYy OCHOBHBIMH TpeOOBAHUSIMH IO
0€30MacHOCTH SIBIISTFOTCSL:

— HCKJIIOYEHHS BO3MOXKHOCTH CIIMCAHUSI CPEACTB C aKKayHTa IUIATeJbLIUKA TPETbUMHU
JIMLIAMH;

— olecreyeHne BO3MOKHOCTH JISTUTUMHOI'O MOATBEPKACHHUS MJIATENbIINKOM Mepe TPETbUMHU
auuamu (Hampumep, cyaoM) (akta COBEpIUEHHUS IUIaTeXka, ero MoJy4eHHs MOIyYaTesieM U
Ha3HAYeHHsI JAHHOTO TUiaTexka (HanpuMmep, MoJydeH s TOBapa HaAJeKallero Ka4ecTna);

— olecrneyeHne BO3MOXKHOCTH JISTUTUMHOI'O TOATBEPKACHHS MOJyYaTeNIeM Mepe] TPETbUMH
auuamMu GakTa MoNyueHHs TUiaTe’ka U ero Ha3HAUeHHS;

— olecrieyeHre BO3MOXKHOCTHU JIESTMTHMHOIO MOATBEPKIAEHUS SMUTEHTOM (DakTa MPOBEACHHSI
BCEX aBTOPH30BAHHBIX TPAH3AKLHI MO JAaHHOMY aKKayHTY AEHCTBUTENbHBIM BJaJesbLieM
IaHHOTO aKKayHTa;

— olecrnedyeHue rapaHTuii, YTO mepeMelnaeMasi C akkayHTa cymma He OynaeT ykpaaeHa B
MOMEHT MepeaayH U MOnaaeT TOUHO U UCKIIOYUTENbHO M0 HA3HAYEHHIO,

—  HCKJIIOYEHHE BO3MOXKHOCTEH MOJAENKH KBUTAHLUI YMUTEHTA MOJIb30BATEIISIM;

— olecredyeHne pa3peLieHns] BCeX CIIOPHBIX BOMPOCOB MEXKIY SMUTEHTOM U MOJIb30BATENISIMH
UCKJTFOUUTEIbHO 3JIEKTPOHHBIM 00pa3oM € IOMOIIBIO COOOIIEHHUH ¢ U(POBOH MOAMHCHIO;

— olecrneyeHne BO3MOXKHOCTH Pa3peLIeHHUs] CIIOPHBIX BOMPOCOB MEXKIY IMOJb30BaTEsIMU O3
yuacTUs OMHTEHTA; CHCTEMa B II€JOM MAOJKHA OBITh YCTOHYMBA K MOLICHHHYECKHM
IEUCTBUSIM, B TOM YHCJIE - B CIy4ae (Opc-MaKOPHBIX 00CTOATENbCTB[3].

BpIBOaBI

Pewrenue npobiemMbl HHPOPMALIMOHHOM 0€30MaCHOCTU 3JEKTPOHHBIX IJIATEKHBIX CHCTEM B
CeTH WHTEPHET sBJSIeTCST HauOoJjiee BAXKHOH COCTAaBISIOINEH oOOecrneveHus 3KOHOMHYECKOM
Oe3omacHocTH AnekTpoHHOro OmsHeca. Ilporokon SET siBnsieTcst Ha CErOAHSIIIHUN TeHb OJTHUM H3
JYYLIMX OTKPBITHIX U YCTOWYHMBBIX MPOTOKOJIOB B 3JIEKTPOHHBIX MIATEKHBIX CUCTEMAX.

BeiOop  MexaHHM3MOB, KOTOpbIE  peaIM3yIOT JaHHble (YHKUUH  Oe30MacHOCTH,
OCYLIECTBJISIETCS. C HCIOJb30BAHMEM METONOB ONTUMAJIBHOrO mpoekTtuposanusi. I[lomoOHoe
pelleHHe 3aJadd  TMO3BOJIIET OSKOHOMHYECKH 3(P(EKTHBHO MOCTPOUTH CHCTEMY  3alLUTBHI
OIpEeeJeHHOIO YPOBHs, MPEJOCTABIsieT BO3MOXKHOCTh YYECTb pa3jIMuHbIe OrPAHUYEHHUS,
BBOJMMbIE Pa3padOTUNKOM HITH 3aKa3UHKOM CHCTEMBL.

Cnucok urepatypbl

1. Tonosepor [.B., Kempamx A.C. u np. [IpaBoBbie acniekTsl ucnonb3oBaHus UHTEpHET-
texnonoruii. M.: Kumxubiii mup, 2008.

2. Henues M. A., IpuibHOB JI. B., UBanoB M. A. 3amura napopmanmu B GAaHKOBCKOM Jelie
u 35iekTpoHHoM OusHece. — M.: ]I KY JIUL[-OBPA3, 2004.- 512¢.

3. http://www.ram.ru/ - caiit poccuiickoii accoruarmu mapkerunra (PAM).

4. http://www.e-commerce.ru/ - HWHTepHEeT-pecypchl UHGOPMALUOHHO-KOHCAITHHTOBOTO
LIEHTPA TIO AJIEKTPOHHOMY OU3HECY .

5. http://www.e-management.ru/ - KOHCYJbTALMOHHBIH LEHTP Pa3BUTHUS 3JIEKTPOHHOTO
ouzHeca.

HWHpopMamoHHBIE YIIPABILIFONINE CHCTEMBI H KOMITBIOTEPHBIH MOHHTOPHHT (MY C 1 KM 2012)



