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NCCIEJOBAHUE YCJIO?Hﬁ INEPEXO/JIA HA SDN-APXUTEKTYPY CETHU
ITPOBAUJAEPA «OPUOH» I'' CHEKHOE

boxkaaros B. C., marucrpanTt; Jlodunckas B. H., nou., K.T.H.
(I'OY BIIO «/loneykuii HayuonanbHblil mexnudeckuil ynusepcumemy», 2. /loneyx, /[HP)

TpeboBaHme K COBPEMEHHBIM CETSM HOBBIIIAIOTCS, © BMECTE C 3TUM, C OTPOMHOIN CKOPOCTBIO
Pa3BUBAIOTCS pPa3IUYHbIE CIIOCOOBI PEIIEHUs TaKuUX 3a/lad Kak oOecredeHre BBICOKOTO YPOBHS
MaclmTabupyeMocTu ¢ obecrieueHreM Tpedyemoro kadectBa obcmyxuBanus (Quality of Service,
Qo0S). Ilpu 3TOM CTPEMATCS K CHUXKEHHUIO CTOMMOCTH CETEBOM MH(PACTPYKTYPHI M M3AEPIKEK Ha €€
cozep:kanue. I'maBHas npoOieMa OOJBIIMHCTBA CETEH B TOM, YTO HAOOp CPEICTB MO 0OECIEUEHUIO
QO0S wu3HauanbHO 3aJI0KEH MPOM3BOAMUTEISIMH B CETEBbIE YCTPOMCTBA. DTO, B CBOIO OYepelb, HE
COOTBETCTBYIOT CKOPOCTH BHEIPEHHUS YCIYr M HOBBIX MPHJIOXKEHHHA B CYIIECTBYIOLIHE CETH
nepenayn JaHHBIX. OJHUM W3 pelIeHUN SBISETCS HCIOIb30BaHHE APXUTEKTYPHI MPOrpaMMHO-
KoHpurypupyembix cereit (Software-defined Networking, SDN).

[enpto paboThI sIBIsIETCS BBIpaOOTKa pekoMeHAaruii mo BHeapeHuio SDN-apXuTekTypsl B
JCUCTBYIOIIYIO CeTh. [l JOCTMXKEHMS IOCTAaBICHHOM Leau HEeOoOXOIMMO MpOaHAIM3HPOBATH
BO3MOXXHOCTh TIEpeX0/ia K TaKOH CTPYKTYypE.

[Tporpammuo-koHpurypupyemast cetb [1] (SDN ot anri Software-defined Networking,
TaKkKe MNpPOrpaMMHO-OMpenesnsieMas CeTh) — CeTh Iepefayd JaHHBIX, B KOTOPOW ypOBEHb
YIPABJICHUSI CETHI0 PEeaUu3yeTcss MPOTrpaMMHO U MPOCTPAHCTBEHHO pa3HECEH C YCTPOWCTBOM
nepenaun. JlaHHas apXWUTEKTypa BO3HHUKIA, Onaromaps HEOOXOIUMOCTH pasjaeiieHus (QyHKIUi
nepegayn Tpapuka © QYHKUMHA ynopaBieHHMA. OTO CBSI3aHO, B IEPBYIO Ouepelb C
«OTPAaHUYECHHOCTHIO» (PYHKIIMOHAda aJrOPUTMOB YIpaBlIeHUsS TpapuKOM B CYIIECTBYIOIIMX
CeTeBBbIX ycTpoiicTBax. T.e. MOCTaBIIMKM CETEBOr0 OOOPYIOBAHUS MO CYTH Jiela MPEAOCTABISIOT
ompeeeHHbIN Habop Takux (QyHKIMWA. B nobGaBineHnn K 3TOMYy, MPOIECCH Mepeaadyn Tpaduka, a
TaKXe MPOLECCHl YIpaBiIeHUs TPahUKOM peau3yioTcs B €IMHOM ycTpoicTBe (Mukpocxeme). T.o.
o0ecrnieunBaeTcs Mepechulka MakeToB ¢ OJJTHOTO MOPTa Ha APYroil Ha OCHOBE MPABHII, ONIPEAEIIIEMBIX
IpPOrpaMMHBIM ~ OOECliedeHHeM  YCTpPOHCTBa  (aHaIM3 MAKeTOB, MPOU3BOJUT H3MEHEHHE
cojepKaIeiics B HUX CITy)KeOHOM nH(OPMAIIHH U T. J1.)

Jlnst OonpIIMX ceTei MpoBaiepoB MPOOJIEMON OCTaeTCs CKOPOCTh BOCCTAHOBIICHHS CETH
Mocje BHEIPEHHUS U HACTPOMKHM HOBOTO ycTporcTBa. Hampumep, mpu 3amycke HOBOTO YCTPOMCTBA,
HampuMep mepeHacTpoiika cruckoB moctymna (Access Control List, ACL) Ha Bcex CeTeBbIX
YCTPOMCTBAX CETH MOXET 3aHSITh HEMAJbIi CPOK. DTO MPOMCXOAMUT H3-3a PaCIPECTICHHOCTH
yrnpapieHus. B pe3ynbrare aIlMUHUCTPATOPAaM MPUXOIUTCS TPATUTh MAacCy BPEMEHH Ha TO, YTOOBI
MePEHACTPOUTh TMpaBmiia 00pabOTKU Tpaduka Ha KaKIOM CETEBOM YCTPONCTBE. AHAJOTHYHBIE
MpoOJIeMbl BO3HHUKAIOT, €CITM HEOOXOAMMO mepeHacTpouTh QOS- MexaHW3MbI MPH BHEIPCHHUH
HOBOTO TPUJIOXKEHHS, HAlpUMep BUICOCBSI3U. AHAIOTHYHBIE MPOOJIEMBbI TOSBISIOTCA €CIH
HE00X0AMMO U3MEHHUTDH MapaMeTpsl 3amuThl. [locaennee MoxkeT ocnabuTh OO0 3aIIUIICHHOCTD
CeTH.

[lepexon Ha MLEHTPaIM30BAaHHOE YIPABICHHE CEThIO, PEAIM30BAaHHOE B IPOrpPaMMHO-
KOH(MUTYPUPYEMBIX CETSAX MO3BOJIUTH OCJIA0UTh BHIIICTIEPEUNCICHHbIE HeA0CTaTKU. OCHOBHBIM
ormmuueM SDN oT ceTeil mepenaun NaHHBIX SBISAETCS HEHTPAIM30BAHHOE HHTEIUIEKTYaJbHOE
yIpaBie€HUE U MOHUTOPUHI CETH, KOTOPbIE 00ECIeYrBaeT MPOBEPKY, KOHTPOJIb U MOJIU(DUKAIIHIO
MIOTOKOB TepeiaBaeMbIX AaHHBIX. CormacHo koHuenuu SDN, Bcs JIOTUKa yrpaBIeHUs] BBIHOCUTCS
B CICIUATM3HUPOBAHHBIC KOHTPOJIEPHI [2], KOTOpBIE COCOOHBI OTCICKHBATH paboTy Bceil ceTH

(puc. 1).
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Pucynox 1 — Komnonenmwt SDN - apxumexmyput

OT0 T1MO3BOJISET KOHQUTYpHUpPOBaTh CETh KaK E€OUHYI0 CHUCTEMY, HE3aBUCALIYI0 OT
NpOU3BOAUTENSE O0OpyAoBaHUS. UTO JOCTHraercs IyTeM CO3/1aHusl YHH(DHIMPOBAHHOTO
nHTepdelica MEeXIy ypOBHEM YIIpaBJIEHUS W ypOBHEM Iepefauyd JaHHBIX. ODjeMeHTamMu SDN-
apXHUTEKTYpHI ABIsOTCS: npuioxeHuss SDN, SDN koHTposiep, ynpapisioue areHTsl, (yHKIUN
KOTOphIX 3anmokeHbl B OpenFlow kommyrtatopsr, FIOWVisor wmiam umuTepdeiic, oTBeUarommi 3a
nepenavy yrnpasisomiei nHpopMaIii, KOMIOHEHTHI YIIPABICHUS U aIMUHUCTPUPOBAHHSL.

[Tpunoxxenuss SDN npeaocTaBisstoT KOHEYHBIM MTOJIB30BaTENsIM TpeOyembie cepBUchl. OqHaKO
OHHU COJIepKat psii TpeOOBaHU K ceTeBOM MHPPACTPYKTYpE.

KonTposmnep  siBigercs  eAWHOM  UEHTPATM30BAaHHOW  TOYKOoW  ympaBieHus. OH
B3aMMOJICHCTBYET C YpOBHEM NPWIIOKEHUH NPHU MOMOIIM OTKphIToro uurtepgeiica API, a Taike
BBITIOJHSET PYHKIIMHU KOHTPOJIS 32 GU3NYECKUMU YCTpOoHCTBaMu. Vcronb3oBaHe KOHTPOJUIEpa Kak
€IMHOW TOYKHU YIpPaBICHHs JAaET BO3MOXKHOCTh CYIIECTBEHHO YIPOCTUTH JIOTUKY paObOTHI M 3aTPaTh
Ha oOopymoBaHue apxuTekTypbl SDN, Tak kKak ucye3aeT HEOOXOAMMOCTh B TOIIEPKKE H
00paboTke Habopa MPOTOKOJIOB YIPaBJICHHUS HAa TPAHCIIOPTHOM YPOBHE.

OpenFlow koMMyTaTOpBl OTBETCTBEHHBI 3a B3aMMOJICHCTBHE CETEBOM HHQOPACTPYKTYPHI C
YpOBHEM ympaBjieHUsA. B HUX comepkaTbCsi OJHA WM HECKOJBKO TaONUI] TMepeajpecariuu
(flowtable), B koTOpBIX HaXOAATCS BCE TaHHBIC O MIOTOKAX MepeaaBacMoi nHpopmaruu (puc. 2).

MAC src MAC dst IP Sre IP Dst TCP dport Action Count
. 10:20 . . | . . port 1 | 250
. . . 5678 . . porl 2 | 300
. . . . . 25 . drop - 892
. . . 192 _ . . local _ 120
. . . . . . controller | 11

Pucynox 2 — Ilpumep mabauyvr nomoxos OpenkFlow

FlowVisor obecrnieunBacT pacrpeieicHue YIpaBisiomeid UHPOPMAUH MEKIY MOTOKaMHU
JaHHBIX. On OMPCACIIEICT MHOXKCECTBA ITOTOKOB, KOTOPBLIC OTHOCATCA K TOM WM WHOU IIOACCTH.



Taxxe, B ero GyHKIUHA BXOAUT OOECIIEUEHUE BUPTYATH3AIMU MOTOKOB YIPABISIONIMX MAaKETOB B
OTJIENbHbBIE CPE3bI CETH.

KoMIOHEeHThl ympaBieHUS U aJIMUHUCTPUPOBAHHS — O3TO HAOOp CTATUYECKUX MAHHBIX,
BKJIIOYAIOIIMX B ceO0sl BHEIIHME 33JaYd: KOOPAUHAIMIO MOJUTHUK M TPaBUJ, MPUHATHIX MpH
MPOEKTUPOBAHUH MoAenu apxuTekTypbl SDN, HauanmbHbIE HACTPOWKH OOOPYIOBAaHUS U TMpaBUIIA
pacnpe/ieNieHus: CETEBBIX PECYpCOB.

OcnoBoii ynpasnenuss SDN  sBnserca mnporokon OpenFlow, KoTopslii oTciexuBaer
M3MEHEHUS Ha ypOBHE IEpelayd JAHHBIX W 3aHOCUT HUX B TaOJUIly Hepeagpecalud, a TaKxke
MomuHUIMpyeT ¥ TEpechUIaeT YIPaBIAIONYyI0 HHDOpPMAMIO MEXKIYy KOHTPOJUIEPOM H
kommyTaropamu. IIporokon OpenFlow koHTpoiupyeT 0OMEH COOOIIEHUSMH 00 H3MEHEHHSIX
Ta0JIUIl TIepeaapecalnu, MoAePKUBas IIPU ATOM CTaHIAPTHBINA HAOOP MmapaMeTpoB.

[Tpogaiinep «Opuony, r. CHexHOE, Hadaa cBoio padboty ¢ ocenn 2014 roga. Ha cerogusuauii
MOMEHT, TOJKIIOUEHHBIM TIOJB30BATEISIM TPEAOCTABISICTCS HECKONIbKO IMAaKeTOB YCIYyT, C
MPOBOAHBIM U OECHPOBOAHBIM JOCTYIIOM K CeTH MpoBaigepa. Cpeau mpeaocTaBiIsieMbIX YCIYT:
noctyn k MHTEepHET-pecypcam co ckopoctsmu oT 2 no 100 Mout/c u IPTV. Ha cerogusmamii
MOMEHT KOJIMYECTBO HCIIOJIb3yeMOro 000pyA0BaHUs cOCTaBisgeT He MeHee 20 eIMHULl CTOMMOCTBIO
HE MEHEE HECKOJIbKUX COTEH YCIOBHBIX eluMHUIl. Tak Kak mpeamojaraercs paclIupeHue CeTH, TO
BBIOOp JIOTIOJIHUTENLHOTO O00OpymoBaHus HampaBieH Ha mnpousBoautenss NEC. Tak kak
kommytatopbl NEC P-Flow siBistroTcst ruGpugabsivMu (0051a1a10T BO3MOYKHOCTBEO HACTPOUKH MTOPTOB
st paboTel Kak B pexkume [P, tak m B pexume OpenFlow), ceTh ympaBiieHHs] MOXET OBITh
coBMelleHa ¢ ceTbio ympasieHuss OpenFlow u ckoHGUrypupoBaHa € HCIOJIB30BAaHHEM YacTH
noptoB koHTposuiepa PFS, mepexmtouennbix B pexkum IP. JlaHHas 0COOEHHOCTH TO3BOJIUT
MOCTENICHHO TIePEHTH OT TpaJUIMOHHOW CTpYyKTypbl Ethernet k crpyktype nporpamMmMHo-
KOMMYTHPYEMBIX CETel, KOTOpasl B IOCJIeJHEE BpeMs TPHOOpeTaeT BCE OOJIBILIYIO MOMYISPHOCTb.

[lepexon wa SDN-apxutektypy OyAeT TPOU3BOJUTCS IOATAMHO C HCIOJIb30BaHUEM
mnatgopmel NEC Programmable Flow ¢ NEC-kontpomnepom cepuun PF6800 u koMMmyTaTOpHl,
noanepxupatone P-Flow. NEC-xontpomiep PF6800 mpencraBiser co0oil  mporpammHoe
o0ecrieueHre, KOTOPOE HCIOJHSAETCS Ha KiacTepe, OpraHM30BaHHOM Ha 0a3e HECKOJbKHX
OTIENBHBIX CEpPBEPOB WM BUpPTyadbHbIX MamuHax. B NEC-kontposiepe miatdpopma SDN
uaTerpupoBada ¢ OTKpeITeIMU TuiaTGopmamMu SDN/NFV. OcHOBOI 3TOro pemicHHs SBISCTCS
CO3JIaHME MHOXXECTBA BUPTYAJIBHBIX CETEel (BTOPOTO U TPETHErO YPOBHEW MOJEIH B3aUMOJCHCTBUS
OTKPBITBIX CHCTEM) Ha OCHOBE kommyTtaTopoB OpenFlow, ympasienue u nmepeHacTpoiika KOTOPBIX
MOJIICP>)KUBACTCS] aBTOMAaTUYECKHU, €CIIH MPOUCXOAUT U3MEHEHUE (PU3UUECKON CETH.

[Ipeanonaraercs, 4T0 mOcie 3aBepmraromiero srama SDN-apxurekTypa Oyzaer oOnagaTh
MOBBIIIEHHONW TMPOU3BOAUTENIBHOCTRIO (CTaOmibHas pabora oOecmeunBaercs naxe npu 100-
MPOIICHTHOM 3arpy3Ke KaHaJIOB), BO3MOKHOCTBIO TIEPECTPONKH (PU3UIECKOM ceTH 0e3 MpephIBaHMS
O0CITyXKMBaHUS B BHUPTYaJIbHBIX CETSAX, MOBBIIICHHOW CTEMEHBIO OE30MACHOCTH 3a CUET IOJTHON
M30JISIUM  BUPTYaJbHBIX CETeH ApYyry OT Jpyra, yBEJIMYEHHE HAJEKHOCTU CEeTH Onarojaps
CAMOBOCCTaHOBJICHHIO M  aBTOMATUYECKOMY TI€pepaclpelieieHHI0 TOTOKOB  Tpaduka B
COOTBETCTBHH C MTPaBUIIAMHU.

Takum oOpazoMm, mnepexox kK SDN-apXuTekType TMO3BOJIMT TIOBBICUTh KAauyeCTBO Kak
yIOpaBieHUs MOTOKaMU Tpaduka, Tak U ceTbio B 1eaoM. C JIpyroil CTOPOHBI 3TO peEUICHHE
MO3BOJIUTH Y/ICHIEBUTh MOJICPHU3ALMIO CYHIECTBYIOIIEH ceTH npoBaiiaepa «Opuon» r. CHexHoe, a,
CJIEIOBATENBHO, YIYUIIUTh KAY€CTBO YCIYT MPU X HEU3MEHHON CTOMMOCTH.
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