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Cloud storage technology for the system of detecting software plagiarism in
student projectson the programming

Propose used of the technology of cloud storage the SQL Azure for the system of assessment of
plagiarismin learning subjects on the programming. The system provides analysis and processing
of the student's program of projects, identification of cases of re-usable code. The study is aimed
at solving urgent problems of scaling capacity of servers, the possibility of increasing amounts of
data bases and resistance to loss of information.
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Introduction

Today of "cloud" technologies are actively
used in al developed countries [1], including in
Ukraine, providing a fundamentally new, cost-
effective opportunities for higher education.

Avoiding the traditional concepts while
providing of the learning process in higher education
(university) of Ukraine increases  their
competitiveness and demand for graduates from IT-
professions in the labor market. Technology Rental
(SaaS) software [2], alowing to use the working
applications installed on remote servers, using a Web
browser, can help reduce costs in higher education
institutions in the conduct of the learning process [3].

At this stage of development of information
systems, greater attention is paid the storage of the
data. Urgent task is to solve the scaling capacity of
servers, the possibility of increasing the volume
available for the databases and the resistance to loss
of information. Windows Azure, is one of the systems
providing the possibility of solving al the above
problems. It gives devel opers the means to implement
the required functionality when working with cloud
services.

Platform as a Service is a cloud service model
where the vendor provides a platform for
development and deployment of cloud application
over an abstracted hardware. PaaS solutions enable
users to directly develop their applications without
worrying about the complexity of setting up the
hardware or system software.

Azure is a popular platform that enables
developers familiar with Windows-based
programming to create cloud applications using.
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Statement of the problem

The system of detecting software plagiarism
provides the following functions: registration of the
user, creation of user groups, import of project, search
of the files for criteria, analysis of plagiarism in the
structure of the project (identity the structure of
directory and of the images), tracking of the time, the
date, of the authors and changes in the program,
analysis of the programming code depending on the
type of file. Implementation of this system allows you
to: control the reuse of code developed by studentsin
the software projects, to create of the database are
ready of learning projects[3,4].

Accordingly, the realized service should
maintain and improve the quality of services, to
provide portability and reliability of access of the data
that developed and protected.

The main levels of the system being devel oped
are presented in Figure 1.

For implementing service is proposed to use
the platform Windows Azure, which is a web
platform for cloud computing and services. It
includes the main features of Windows Azure and a
set of developer services that can be used separately

or together.
By wusing the following products and
components included in the selected platform

Windows Azure, when implementing the service
work with the system determining the identity of code
in software projects of the students have improved the
quality of service provided to students in the learning
process [5,6]:
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Figure 1 — Level diagram of the system

- Loca development environment-
Windows Azure SDK provides the tools and
resources to help to packing, testing and deploying
the application. In this environment, we create
connection from the software to database in cloud
with a server part of system of evaluation identity of
the program code and the service on the client side.
Tools for Microsoft Visual Studio, which extends
Visual Studio to enable the creation, building,
debugging, running and packaging of scalable web
applications and services on Windows Azure.

- Windows Azure Compute — with a help
of Windows Azure provides web roles (they supports
IIS 7 and ASP.NET), worker roles, and VM roles.
Web roleis used for application development services
that provide detection of software plagiarism and
adding development projects in the database that runs
in a virtual machine and used to developing web
applications.

- Microsoft SQL Azure — use to store
information (data) about the investigated for
plagiarism projects, based on the provided by the
service of relational databases. Using SQL Azure, we
provision and deploy relational database solutions.
Benefits include manageability, high availability,
scalability, a familiar development model, and a
relational data model.

- Windows Azure Caching — used to
increase the speed of your application. It enables you
to easily provision a cache in the cloud to be used
from any applications or services that could benefit
from caching. This includes a very common scenario
of session state and output caching in ASP.NET.
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Caching increases performance by temporarily
storing information from other backend sources.

- Windows Azure Access Control Service
(ACS) — is a cloud-based service that provides an
easy way of authenticating and authorizing users to
gain access to your web applications and services
while alowing the features of authentication and
authorization to be factored out of your code. In the
designed system, this option alows SQL Azure to
protect and improve the reliability of access to user
data.

- Windows Azure Management Portal-
provides access to hosted service deployment and
management tasks as well as at-a-glance status
information that lets you know the overall heath of
your deployments and accounts. The Management
Portal organizes the components of your Windows
Azure deployments with constantly refreshed
information that is easy to discover and understand.
Functions of the portal is used for quick setup,
scalability and cost control to operate the system.
That allows you to quickly react to the overflow of
the database and expand allocated to it in the cloud
volume.

Implementation of service

The first stage of implementation of the
service includes two methods: the initial creation of
the database in the cloud service, and Investigation of
possibilities of migration working system with the
available data.
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To do thisin SQL Azure, you can use one of
the ways:
- creation of databases by writing queries
in manual mode;
creation of the database structure using
SQL Azure portal;
database editing using SQL Server
Management Studio;
import already generated database from
SQL Server by using SQL Azure Migration Wizard.

After registration, a database administrator at
the Microsoft SQL Azure portal was created the
primary server for the system. «North Europe»,
selected when choosing a location server region
which made it possible to minimize delay in the
transmission of datato end users of the system.

For the primary database of the system
selected backup storage method. The database is
available in 3 copies and located on different hosts of
data collection platform-level data center. The initia
call to the database of the system used in the learning
process, always directed to a site that hosts the
primary replica.

If the primary replica is not available, SQL
Azure Fabric enhances one of the secondary replicas
to the rank of primary and place secondary replica on
another node. Primary and secondary replica can
exchangeroles, if the node with the primary replicais
overloaded, and the secondary idle.

Database for the system created by selecting
the appropriate menu item in Control Panel or by
running the following query:

create database [PlagiatDB] collate
_general_100_CI_AS (MAXSIZE =5 GB).

cyrillic

This query creates database with a maximum
size of 5 GB. In the future, its size can be increased
by executing the following query:

ater database [PlagiatDB]
(MAXSIZE=10GB).

modify

Based on the general model and existing
relationships, creates tables of software plagiarism
detection system in the educational projects of
students (Fig. 2), with the help of creation and
execution of certain queries:

create table [Group]

(

ID uniqueidentifier primary key clustered,
Name nvarchar (40) NOT NULL,
ModifiedDate datetime NOT NULL
CONSTRAINT
DF_GroupDetail_ModifiedDate DEFAULT

§9€tdate())
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This SQL query creates atable in a database to
store information about the study groups.

(.:.r.eate table [Man]

(
ID
clustered,
Name nvarchar (40) NOT NULL,
ModifiedDate datetime NOT NULL

uniqueidentifier  primary  key

CONSTRAINT
DF_GroupDetail_ModifiedDate DEFAULT
(getdate()),

GrouplD  uniqueidentifier FOREIGN
KEY

REFERENCES
Group(GrouplD),
Email nvarchar (40) NOT NULL,
Password nvarchar (40) NOT NULL,
AccountName nvarchar (40) NOT
NULL,

)

Class Man - it is the user himself. In addition
to standard features such as user name, password and
email, it includes a method GetProjectList (),
allowing access to the project, which is owned by the
user.

Class diagrams show the static representation
of the model and the relationship between the classes
and interfaces.

SQL Azure supports standard security model
of SQL Server, this means that credentials can be
used on the server level for al databases, and also
using different credentials for the different usersin a
particular database. When creating a new service in
the form of SQL Azure server with the master
database creates an administrative login. To create
other users use the query:

create login Loca Admin with password =
‘password'.

Creation of rights to access the database,
performed by the registration in the user database,
corresponding to a given login:

create user LocalAdmin _user from login
Local Admin.

To add a rights group elders to create logins
for students execute a query that adds the appropriate
user database «master» in the role «loginmanager» in
SQL Azure.

exec sp_addrolemember  @rolename
'loginmanager', @membername N' LocalAdmin

user'.



ISSN 1996-1588 Hayxosi npayi JonHTY sunyck 15(203)
Cepis * Inpopmamuxa, kibepnemuxa 2012
ma 00uUCTI06ATbHA MeXHIKA”
& FileType
2 Base Al classes inherit M
from this abstract
o ----- class =I Attributes
= Attributes + Content : String
+1d _ + Name : String
+ ItEI‘nlLISt = Operations
= Operations + CreateNewFileType(...
+ GetItemBylId()
FileType *| "1
File | ...
& Group 2 Man & Project & Folder 2 File
= Attributes Group Man | = Attributes = Attributes = Attributes File | g Attributes
+ Name : String 1 + AccountName : String ) + Man : Man Project  Folder + Name : String 1 + FileType : FileType
= Operations + Email : String Man Project + Name : String 1 + Path : String + Folder : Folder
+ CreateNewGroup(N... + Group : Gr9up 1 . + Path : String + Project : Project Folder  File + Name : String
+ Name : String = Operations =l Operati 1 =0 i
+ Password : String + CreateNewProject(N... + GetFilesList() + GetImagesList()
=I Operations + GetFolderList() + GetIndexList()
+ CreateNewMan(Na... + ScanProject(Project...
+ GetProjectList() File'| "1 File®|" 1

Token|

£

Token

=I Attributes
+ Content : String

Token

1

£

Kgramm

=I Attributes

Kgramm

KgrammStatistic | ...

B KgrammStatistic

=I Attributes

+ Content : String

1

+ Count : Integer

&

Mark

=| Attributes
+ Content : String

Mark

MarkStatistic | ...

Al Markstatistic

=I Attributes
+ Count : Integer

+ File : File + Token : Token it + File : File + Kgramm : Kgramm 1 + File : File
KgrammStatistic o
+ Language : Language K-gramm | — Operations + Kgramm : Kgramm = Operations MarkStatisticl .\ vark : Mark
+ Name : String + CreateNewK-gramm... + Percent + CreateNewMark(K-g... + Percent
=I Operations = Operations = Operations
+ CreateNewToken(N... 1 Mark | ...

K-gramm

Figure 2 — The class diagram for implemented system

Migrating structure and data from an already
established base can be accomplished by using SQL
Azure Migration Wizard, which is designed to help
you migrate your SQL Server 2005/2008/2012
databases to SQL Azure. SQL Azure Migration
Wizard will analyze your source database for
compatibility issues and alow you to fully or
partially migrate your database schema and data to
SQL Azure.

In the next stage the database that is stored in
the cloud service connects to the local server
deployed on the I1S server.

The structure of the server (Fig. 1) consists of
a data access layer, business logic level, the
implementation of ASP.Net portal that provides a
web interface to work with the system and Windows
Communication Foundation service, providing access
for the client desktop applications.

At the level of data access is used a specially
formed unit to connect to the database to load the
objects system of software plagiarism detection in
students educational projects:

<connectionStrings>
<add name="DefaultConnection" connec
tionString="Server=tcp: <database _serve
r>.database.windows.net,1433; Database=
<database name>; User
ID=<user_name> @ <database server>;
Password =<myPassword>;
Trusted_Connection=Falsg;
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Encrypt=True;
MultipleActiveResultSets=True"
xdt: Transform="SetAttributes’
xdt:L ocator="Match(name)" />
</connectionStrings>

At the level of business logic Implemented
functions of user registration, creating groups of users
importing of projects, file search by the set criteria;
analysis of software plagiarism in the structure of the
project (the identity of the structure of directories and
images); tracking the time, date, authors, and changes
to the program; analysis of program code, depending
on the type of file. At this level, aso implemented
module of transforming information in the structures
for easy visualization.

At the level of the visual interface is
implemented ASP.Net web site. It is used as an entry
point through which students and teachers, at any
time and from any remote location, can have full
access to the system in the design, analysis and
protection of software projects, as well as checking
for the uniqueness of their code.

The system, located on the server includes a
WCF service that provides access for desktop
applications to services of system. Each student and
teacher can install the application on their computer
and use the system more efficient by increasing the
speed, which is achieved through the mechanism of
caching objects:

[ServiceContract]
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public interface |PlagiatWcfService

{
[OperationContract]

public List<Account> Sel Accounts();
}

Peanmzanus naTepdetica:

public class PlagiatWcfService:
| PlagiatWcfService
{
public List<Account> Sel Accounts()
{

/* implementation of the accounts
sampling method */
}

}

On the client side application implements an
interface to access WCF service:

WcfServiceReference.PlagiatWcfServiceClien

t wcf = new WocfHosting.WcfServiceReference.
PlagiatWcfServiceClient();

wcf.Open();

Compute @ Database @

$15.00/mo $75.93/mo $6.25/mo

1 25GB

relational
extra small

instance VM

database

blob

[] storage

Blob Storage @

50GB

List<Account> accounts = wcf. SelAccounts

0;
wcf.Close().

Setting up the service and cost calculation

The developed system consists of multiple of
the copies application for server and the client.

To run the application on the server of
university it's necessary:

- install and configure 1S, which is
included in Windows Server 2008;

- install the application server which runs
the portal for working with system, as well as expand
service of the access of students and teachers to
databases.

Connecting to the main modules of the
database is automatically.

Students and teachers, at the request, can
install a desktop version of the application on the
client equipment or used a portal for ASP.Net.

For accept the additional decision about the
effectiveness of the introduction of the service
performed the calculation of the cost of its use. Figure
3 shows the calculation of the cost of service
mai ntenance.

Bandwidth @ US Dollar (5) v

$6.00/mo
ESTIMATED PRICE

5103.18/mo

50GB
North America &
Europe cutbound

Figure 3 — Calculating the cost of operating the system

Conclusion

The introduction of an innovative platform
based on the cloud-technologies, in the learning
subjects on the programming alows. to increase
student and teacher mobility for any form of
providing knowledge; to improve reliability of the
data; to improve access speed; ease of adjustment
and change.

The process of learning becomes more
interactive: students can provide feedback to the
teacher, using his proposed educational services.

"Cloud" services improved the efficiency of the
educational process. Designed service meets all the
requirements and assigned tasks. Software as a
Service (SaaS) provides access to applications to end
users over the Internet without upfront investment in
infrastructure and software. For accept the additional
decision about the effectiveness of the described
service performed the calculation of the cost of its
use.
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I'T. KHPUYEK
3amopi3pKuil HAIOHANBHUHA TEXHIYHUH YHIBEpCHUTET,
M. 3anopixoks, Ykpaina

XMAPHI TEXHOJIOT'Ti 3BEPITAHHS JIAHUX
JJIE CUCTEMH OIIIHKU IUIATTIATY B
IMPOI'PAMHUX INPOEKTAX CTYJAEHTIB

3anpornoHOBaHO  BHKOPUCTAHHS  TEXHOJIOTIl
xMapHoro 30epirannas naanx SQL Azure s cucteMu
OWIHKA IDIariaTy TpW BHBYCHHI TUCHUIUIIH 3
nporpamyBaHHa. Cucrema 3abesmedye aHamiz i
00poOKy pe3ynbTaTiB CTYIOEHTCHKHUX MPOTPAMHHX
TIPOEKTIB, BM3HAYEHHS  BHIIAAKIB MTOBTOPHOTO
BUKOPHCTaHHS KOAy. JlOCHiDKEHHS CIpsIMOBaHE Ha
BUDILICHHS AaKTyaJlbHUX 3aBJaHb MacCIITa0yBaHHS
MOTY)XKHOCTEH CepBepiB, MOMJIMBOCTI 30UIBIICHHS
o0csriB 0a3 JaHUX 1 CTIMKOCTI 10 BTpaTH iHpopMarii.

Kniouosi cnosa. xmapni mexmnonozii, ouinka
i0enmuunocmi  nPOZPAMHO20 KOOy, HAGYANbHUIL
npoyec, mexnonozii 30epizauna 0anux.
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I'T. KHPUYEK
3anopoKcKui HaIlMOHAJIbHBII
YHHUBEPCHTET, T. 3aI0poKbe, YKpanHa

TEXHHUYCCKUH

OBJIAYHBLIE TEXHOJIOTUM XPAHEHUS
AHHBIX JJII CUCTEMBI  OLIEHKM
IJIATUATA B MPOTPAMMHBIX MPOEKTAX
CTYJAEHTOB

[IpennoxeHo  HUCHOJB30BaHUE  TEXHOJOTHH
obmayHOro XpaHeHuss maHHBIX SQL Azure mns
CHCTEMBI OIICHKH TUTaruaTa Mpu N3yICHUN AUCITUTLTIH
mo mporpammupoBaHuio. Cuctema oOecrednBaeT
aHamM3 W O0O0pabOTKy pe3ylbTaTOB CTYACHYECKHUX
MPOTPAMMHBEIX ~TIPOCKTOB, ONpEACTICHHE CIIydacB
MTOBTOPHOTO WCIIONB30BaHMs Koja. lcciemoBanue
HATPABJICHO HA pEHICHHE AaKTyaJbHBIX  3ajJa4
MacIITabupOBaHHUS MOIIIHOCTEMH CepBEPOB,
BO3MOXKHOCTH YBEJIMYCHUS O00BEMOB 0a3 NaHHBIX W
YCTOWYUBOCTH K MOTEPE HHPOPMAIIUH.

Knrwouegvie cnoea. obnaunvie mexHono2uU,
OUECHKA UOEHMUYHOCHMU  NPOPAMMHOZ0 K004,
YueOHblil npoyecc, MexHoN02ul XPAHEHUA OAHHBIX.



