€Heprii /Ui ONajlOBaHHA 1 OCBITIEHHS, (apMalleBTUUHUM IMPOIYKTaM 1 TOMY MOAIOHE), OCTUIbKU
1HO/I1 BUCYBAIOTHCSI TIPOTIO3HIIIT PO BBEICHHS TOJATKOBUX(OKPIM CTaHAAPTHOI 1 HYJIIHOBO1) CTABOK
[1IB B Vkpaini [3, 4].

Tabnung 1. CTaBKu OCHOBHUX I0JIATKIB B OKPEMUX €BPONEHCHKUX KpaiHax 1 YKpaiHi

CrangapTtHa [nauBinyanbHuit [TonaTox Ha BinpaxyBanHs Ha
Kpaina (ocHOBHA puOyTKOBUI npuOyTOK coliajgbHe
craka [1]IB), % O1aTOK, %o MIANPUEMCTB, % | cTpaxyBaHHs, %
ABcTpis 20 10-50 34 41,8
BenukoOpuranis 18 20-40 33 15,6
I'epmanis 16 25,9-53 45 38,2
Icmianis 16 30-56 35 38,7
ITamis 20 10-51 53 57,9
Opaniis 19,6 12-54 33 56,3
HIBeitapis 6,5 11,5 10 22,8
B cepennromy 18,7 20,4-46,2 33,7 37,7
VYkpaina 20 10-40 21 39,55

[Ipote, cnijg BpaxoByBaTH, IO PO3IIEIIIIOBAHHS CTaBOK HEMUHYYE MPUBE/E 10 BUHUKHEHHS
nmpoOsieM BiAHECEHHS TOBapiB 1 MOCIYr A0 Tiei abo 1HIIOI OMOJAaTKOBYBAHOI KaTeropii, 3HaYHO
YCKJIQJHUTh TEXHIKY oOpraHizamii JOKyMEHTOOOI'Y 1 pO3paxyHKy 3000B's3aHb, 30UIBIIUTH
aJIMIHICTpaTUBHI BUTPATU HA 0OCIIYyrOBYBaHHS MOJATKY.

JlocBin €BpoNEHCHKUX KpalH MOKa3ye, M0 «...HEOOXIAHICTh PO3PI3HATH BUIbHI BiJl MOJATKY 1
ONOJATKOBYBaHI MOKYINKU Ma€ Pe3yJbTaTOM CKIAAHY 1 aAMIHICTPaTUBHO T'POMI3JIKY IMOJATKOBY
CHUCTEMY, SIKa Ma€ Ha yBa3l pO3MEXKYBaHHSI MK (DPYKTOBHM COKOM 1 O€3aJIKOTOJIbBHUMH HAIOsIMHU,
HETIPUTOTOBAHOKO 1 MPUTOTOBAHOIO DKEIO, a TAaKOX IHIIMMH TUIBTOBHUMH 1 OTIOJIATKOBYBAaHUMH
npeaMeramu. JIoriyHe oOrpyHTYBaHHS IS J€SIKUX PIIIEHb YacTO € HE3po3yMuIUM» [5].
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Information Systems Management Institute, Latvia
DATA SECURITY IMPLEMENTATION ISSUES WITHIN TRANSCOM
WORLDWIDE LATVIA COMPANY

Considering the various areas of business, it can be stated that information security solutions
ensure not only the security of existing business, but also provide opportunities for the involvement
of new market segments in it.

Not only hackers or thieves are the potential risk for the company, which provides up to 400
working places and employs up to 500 employees. The physical security conditions, procedures,
process management, equipment technical status, and of course, the employees themselves are
getting into the scope of the implementation of the data security standard.

Where there is the processing of at least one single credit card, there should be Payment Card
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Industry Data Security Standard (PCI DSS) implemented, which, of course, is built to maximally
secure the possible options of illegal usage of data. The introduction of the Standard not only
creates trouble, problems and inconveniences, but also, most important, provides access to the new
segments of business.

[Keywords: information security, data security standard, payment card industry, PCI DSS.]

The term “information security” is very subjective and the degree of the security itself is
determined by business needs. In case of Transcom Worldwide Latvia, there is a direct contact with
cardholder’s data as per payment operations processing for Western Union Scandinavian projects.
The existing various sources of threats to the security of electronic payment transactions defines
various approaches to security in the sphere of payment card industry (PCI). The first approach to
the protection of card data is reduced to the standardisation of the list of specific measures (rules)
of information security, the second approach is based on the regular assessment of current threats
and the identification of the vulnerability of information system.

As people become more and more educated in the field of IT, the faster is the evolution of
payment card thefts/crimes tendencies. As it is seen from Figure 1, thieves become more technically
advanced, wise and more shameless. And of course, their targets nowadays are not only the walls of
separate persons, but multiple bank accounts [1].

Not only outsiders can potentially threaten the systems and steel the data, nowadays there are
more and more concerns about the employees themselves being a part of the small well-organized
thief group that can gain access or give instructions to the thief, or even be a thief. High-level
security products for domain services, network, internet access and telephony ensure stable control
over most of items, but, of course, there are things that should be secured and locked manually.

Not only the security systems and procedures of break-down prevention are important, but, of
course Intrusion Detection systems are more than needed. Those systems can be configured in many
ways, such as inbound/outbound traffic sniffing for specific things (such as card holder’s data in
various formats, or any traditional security threat presets).

At the same time, international payment systems impose greater responsibility for the data
security in the payment card industry on the companies which provide service, most often in the
field of information technologies, contributing to the realisation of payment transactions.

Yeaj Fraudster | Fraudster’s Fraud methods Fraudster’s favourite | Needed for fraud
’s portrait target card types
1980 | Separate | Card Deals with Travel & A chance
indivi- holders stolen/lost/intercepte | Entertainment
duals d cards cards (e.g.
American Express)
1990 | Small Separate Local card spoofing | Gold, Platinum etc. | Minimal
groups small and illegal card data knowledge
retailers reading
2000 | Local Small Steeling data from Any credit cards Technical
organized | retailers systems, phishing knowledge about
gangs systems
Now | Interna- Banks, card | Global data theft, Any cards Shamelessness,
tional data stolen card data courage, very
organized | processing | usage for internet deep technical
fraud centers, big | purchases and details, internal
gangs retailers services, money take- information (insi-
out from ATMs der’s informa-
tion), global
connections

Fig.

1. Fraud tendencies in payment card industry over the past 30 years
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In the case of Transcom Worldwide Latvia, the problem can be solved by the implemen tation
of Payment Card Industry Data Security Standard in the most effective and cost-less way for the
company, and, of course, with minimal employee dissatisfaction with the new conditions.

As PCI DSS is the unified standard developed with the participation of all major operators of
international payment systems, its introduction should take into account the legislation on personal
data protection and the use of cryptography of the country of presence.
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JIBH3 «/[oneybkuti HayioHantbHUti MexHiYHUll YHigepcumemy»
ONITUMIBALISA CUCTEMU OINOJATKYBAHHA NIANTPUEMCTBA

Cucrema oOmnojaTKyBaHHS — 1€ BaXJIMBUM IHCTPYMEHT MAISUIBHOCTI JEpXaBu, SIKUN BOHA
(dopMye 3 ypaxyBaHHSIM BJIACHOTO JOCBIAY Ta JOCBINY IHIIMX KpaiH, CTaHY €KOHOMIKH, PO3BUTKY
PUHKOBHUX BITHOCHH, HEOOXITHOCTI BUPIMICHHS] KOHKPETHUX €KOHOMIYHHMX 1 COIIAIbHUX 3aBJIaHb,
BJIACHMX HallOHAJIbHUX ocoOnuBocTedl. CTaHOBIIEHHS CHUCTEMHU ONOJATKyBaHHS B YKpaiHi
novayiocs 3 yxBajgeHHsM 25 yepBHs 1991 p. 3akony «IIpo cucremy ononatkyBanas» [1]. ¥V TekcTi
JaHOTO 3aKOHY 3aKJIaJ€HO MEXaHI3M ONTHUMI3AIlli OMOAATKYBaHHS, SIKHUH CKIATAE€ThCS 31 3A1IMCHEHHS
oprasizaliiiHuX 3axo/liB B paMKaxX YMHHOTO 3aKOHOJIaBCTBa, MOB’SI3aHUX 3 BUOOPOM yacy, Micud 1
BU/JIIB JISTIBHOCTI, CTBOPEHHSM 1 CYIIPOBOJIOM HalOUIbII €()EKTUBHUX CXEM 1 JOTOBIPHUX B3AaEMHUH.
[Ipu npoMy ONTUMI3ALIIIO OMOJATKYBaHHS PEKOMEHAYEThCS IPOBOJAUTH SIK MPU CTBOPEHHI Oi3HECY,
TaK 1 Ha OyJb-sIKOMY 3 eTaniB (QyHKI[IOHYBaHHS MIJIPUEMCTBA.

OnTuMizalliss OMOJATKyBaHHS — TOJIOBHE 3aBIaHHA (DIHAHCOBOTO MEHEKMEHTY, SKE
CKJIa/Ia€ThCsl Y BUOOP1 HAMKpAIIOTro LUISXY YIpaBiIiHHS (PIHAHCOBUMM pecypcaMu IMiIIpPHEMCTBA,
JOCSTHEHH1 NMEBHUX IPOHoOpuii BCiX ()IHAHCOBUX AaCHEKTIB KOHKPETHOI omepalii abo MpoeKTy.
IcHye mommupeHa gymka, 110 ONTUMI3allisi IPOBOJUTHCS JIHILE 3 METOI0 MAaKCUMAaJIbHOTO 3aKOHHOTO
3HIJKEHHS M0JaTKiB. B 1poMy BHUMajky ii 4acTo Ha3MBalOTh HOJATKOBOIO MiHIMI3auieto. [Ipote
ONTHUMI3allisl ONOJATKYBaHHS Ma€ MeETy OUIbII BHMCOKOTO NOPSAAKY — OKpIM MiHIMIZamii, ii
IHCTpPYMEHTaMU € BIJICTPOYEHHS TEPMIHIB CIUIaTH MOJATKIB, 3MEHIIEHHS CyMH CIUIA4yBaHUX J0
OIOJIKETY <OKUBHX» KOLITIB MIANpUEMCTBA Ta iH. Peanizaiis KOKHOTO 3 MOJIMBHUX IHCTPYMEHTIB
ONTHUMI3allll € JOCUTh BHUIIAHUM 3 TOYKHU 30py (DIHAHCOBOTO MEHE/DKMEHTY: I'POLIOBI KOIITH
3aJIUIIAIOTBCS Y PO3MOPSKEHH] MIANPUEMCTBA 1 JalOTh NPUOYTOK, HE 3MEHIIYEThCS CyMa
000pOTHHX KOIITIB (a II€¢ OCOOMMBO aKTyaJdbHO, KOJHU iX HE BHCTA4a€), MO0 TAaKOX CIPHUSE
30UTBILIEHHIO TPUOYTKY 1 T.1.

JUis  JOCATHEHHS MaKCHUMallbHO €(EeKTUBHMX pe3yJbTarTiB  ONTHMI3allisl IMpOIecy
OTOJATKyBAaHHS BUMarae 3j1aro/pkKeHoi poOoTH U101 KOMaHH MOJaTKOBUX IOPUCTIB, BHYTPILIHIX Ta
30BHIIIHIX OI3HEC-KOHCYJBTAHTIB Ta AaHAJITUKIB. 3aBAaHHAM poOOTH Mepmux € mnodyaoBa i
BHUBEJICHHSI CXEMHU ONTHUMI3aIlli OMOJATKyBaHHS, aJaNTallisi CXeMH 3 TOYKUA 30PY MPABOBOTO TOJIA.
3aBAaHHAM JISUTbHOCTI IHIIKX YJIEHIB JaHOT1 KOMaHIH € 3a0e3MeYeHHs] HOpMaJIbHOTO BIIPOBAKEHHS
CXEMH Y BXKE€ ICHYIOUY MAaTPHUIIIO O13HEC-TIPOIECIB MIAMPUEMCTBA, IO CKJIANIACs, KOHCYJIbTYBAHHS 3
MUTaHb OpraHi3alllfHUX MEePeCTPOIOBaHb, PEIHKEHIPUHI Oi3HEc-IpoleciB. BUKOpUCTaHHS Takoro
KOMILJIEKCHOTO MIJIX0Y J03BOJISIE PO3POOUTH Ta CBOEYACHO BIIPOBAJIUTH Y CUCTEMY OINOJATKyBAHHS
MIANPUEMCTBA OOIPYHTOBAH1 ONTUMI3ALIMHI PILICHHS.

CyuacHi MeToau ONTHMI3allli ONOJATKyBaHHS € HE TaKUMU €(QEKTUBHUMH, HDK METOJHU
arpecuBHOI ONTUMI3alli 1 MepII 3a BCE 1€ MOB’SA3aHO 3 TUM, 10 MOJATOK Ha JI0JIaHy BapTICTh, SIK
HEnpsIMUI 101aTOK, (PaKTUYHO HEMOKJIMBO ONTHUMI3YBaTH, HE MOPYUIYIOUM YNHHE 3aKOHOJIaBCTBO.
CydacHl METOIM TMOJATKOBOi ONTHMI3allli 3aCHOBAHO Ha TMOEJHAHHI CIEIMIAIbHUX TOJATKOBUX
PeXUMIB (HANpUKIAA, TaKUX SK CHPOLIEHA CHCTEMa OIOJATKYyBaHHS) 13 3arajlbHUM PEXKHMOM
onojarkyBaHHs. Ll MmeToau MaroTh 0AHY Oe3nepeyHy MepeBary — BOHU € 3aKOHHUMHU Ta MOXYTh
BUKOPHUCTOBYBATHUCS MIANPUEMCTBaAMH 0€3 3arpo3u KapHOTO MepeciIilyBaHHs 0CaJ0BUX OCIO.

Ha koHkpeTHOMY NIANpPUEMCTBI, HE3aJIEXKHO BiA (OPMU BJIACHOCTI Ta cepu BUPOOHUIITBA,
ONTHUMI3allid OMOIATKYBAHHSI Peali3y€eThCS Y MEXkKaXx IMOIATKOBOTO TUTAHYBAHHS, SIKE 31HCHIOETHCS 3
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