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Abstract: Network attack and defense experiments have always been the important
practices in courses of network security. In this paper, we consider different kinds of
network attacks and analyze some technologies of their detection.
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AKTyaIBHOCTE

VA3BIMOCT TOKATBIGIX ceTell B GOTbLIOf CTCMeHI OCHOBANA 1A MONTIH Mo~
BCCMECTHOM HCTIO/TL30BAIHII CETell, NOCTPOCHILIX Ha MPHHINIE HCTIOTLIOBANIS pas-
Jesexofi cpexs nepexasit anikix. 3iaiie creka npotokoros TCP/IP it npiiminon
PaGOTLL KOMMYTATOPOB i MapLIPYTHIATOPOB BIOIC AOCTATONHO S OPraui3aLiii
aTaK Ha KAHATBHOM 1 CCTCBOM ypoBisx OSI.

ONaCHOCTS YS3BHMOCTH TIPOTOKO/IOB Kanabtioro yposiis OSI saktiouaeTes B
TOM, 9TO, BITOMAB CETh HA KAHATLHOM YPOBIE, ATAKYIOIII MOKCT NIEpELIATHYTS He-
3 CPECTBA 3ALIMTH Ha GONEE BEICOKHX YPOBHSAX.




[image: image2.png]Lle1L10 1aHHOTO HCC/CAO0BAMHNS AHATH3 YA3BUMOCTEH NPOTOKONOB KAHATLHOTO
yposis sozen OSI it MeToz0B GopsGii ¢ cerensini aTakavit. MoeTHpoBaiiie atax
1ia poroxon Hokpsisaiowero acpesa (STP — spanning tree protocol), onpezenciiiie
BOSMOKHBIX MCP JAULUTH, T.K. COBPEMEHHEIC KOMIICKCHBIC CPEACTBA 3AULITH (33 ic-
KITIOHCHIEM OTACTBILIX NPOH3BONTENCH KOMMYTATOPOB) HE OXBATHIBAIOT 3TOT MPO-
Kon.

ATAKH 12 KAHATLHOM YPOBIE TOKAILHLIX BLIYHCINTENLHLIX ceTeil

ATaKit MO0 PA3ICTNTD 1a NIACCHBIBIC 1 AKTUBIbIC (TPHBCACHILIC THITL
aTaK Hie OXBATLIBAIOT Boe BORMOKIbIE aTaki [12,3]):

A) Maccuniie:

. Toacaymusanue (sniffing) u ananns ceresoro tpaduka [1,2,3], ne-
N063y# KAKIE-TO HEAOCTATKIE B IPOTOKOTAX 1 CETEROM 050PY0BAIII, A TAICKE BBIi-
2y TOTO, §TO HEKOTOPLIC CTEBLIC MPILIOACHILS NIEPEAAIOT AANHEIC B TCKCTOBOM (op-
vare (Telnet, FTP, SMTP, POP3 1t T. 1), ¢ nososio chiibepa MOKIO y3iaTh mo-
71C31y10, 8 HHOTAG i KO ACHLIATBIYIO HIIGOPMALIIIO (IAIPHNCP, HMCHa N0Tb30Ba-
Teteit 1t mapoti).

Tpsepst: Atai 1ia STP — otnpanka cooSuernii BPDU a1 isvernerins Te-
kyieit Tonozorim STP.

VLAN hopping — Hecankiunoiposanioe nonysenie foctyna k VLAN;
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[image: image3.png]o Tlomvena tosepennoro cybuexra. Bomuuas sacts ceteii u OC ie-
nons3yior IP-a1pec KOMIBIOTEpa, A1 TOro 4TOGH ONPEACTATE, TOT i 3TO AIPECAT,
KOTOpuii HyskeH. B HCKOTOPLIX CAYHAsX BOMOIO HEKOpPeKTHOE mpicaoerite [P
(auGo MAC)-axpeca (noavena IP (MAC) -aipeca OTIPaBHTEIs APYIiM GAPECON).
Taxoit criocod araxit Hassisaior danscidukauneit azpeca (P (MAC)-spoofing). Kax
sapuait - ARP-spoofing (ARP-poisoning). Amaka «enosex & cepeduner (Man-in-
the-middle) — YIOYMBILITCHIIK BCTPANBACTCA B NPOLCCC 0BMEHa AAMHBINIE MEAIY
BYMS XOCTaMH TaKifM 0GPasoN, sITOGb Bech OBME AQHILIMII POXOILT H1EPe3 HEro.

B) Axritbiic:

o Orxas obeayaupamm (Denial of Service, DoS). Ia ataka & ori-
e OT aTaK APYTIX THTIOB Hie HAUCTCHA KA MOYSCHHE A0CTYMa K CCTH ILTH 1A NoTy-
et 113 Toit cetn Kakoii-nnGo midopyawii. Ataka DoS Zenact ceTh opramzawiit
HEAOCTYMHOfi 1 OGHIHIOO HCTIOTL30BAIIE 32 CHET MPEBHINCHII AOMYCTIMLIX Tpe-
JerioB dymKuoRHpoBaIs Kakoro-1uGo pecypea ceti, OC i mpiiowkenis. Ol
NapasyeT pasory CeTi it AMIIACT OGLMILIX MoMb30BATENCH A0CTYA K OGN pe-
cypeax opramsawii. Tlpit 37oM neomsayiores npotokoms TCP i ICMP.

o Hapymemic paGoTsi cemi i eé yuacrion. HexocTaTkit npotokoon
KAHATLIOTO YPOBIA NPEIOCTABIIOT BOIMOKIOCT BMELIATHCA B IFOPUTM HX HOp-
MATHOrO (hyHKUIHONHPOBANIS 1 TAKIEM 0GPA3ON HApYILNTH PAGOTY YHacTka CCT I
Beeit ceTn.




[image: image4.png]Tpuvep: Ilepenonnenne TaGmMIULl KOMMYTAUNK — aTaka OCHOBAHA Ha TOM,
S0 TAGIIIIA KOMMYTALI B KOMMYTATOpaX iMeeT orpamieimsiii passep. Tocre 3a-
NOHeHIS TaBIHLL, KOMMYTATOP 1ie MOKeT Goee BuiysiBaTh Honsic MAC-azpeca it
HuiIACT PaGOTATH Kak Xab, OTPaB7As TPadIK Ha BCE NOPTEL

Xoreztock Gki 0BpATHTS BHIRMAIIC Ha YS3BIMOCTH npoTokona STP. Spanning
Tree Protocol - cetenoii npotokox, paSoTaiowiii ia BTopoM yposie Mozenu OSL.
OcHosiioii ero 3azascii snaseTcs MpHBeACHIe KoMMyTHpYeMofi cetit Ethernet ¢ pe-
3CPBHBIMI CBA3SMI K APEBOBINON TOMOMOTHH, HCKTIOHAIOICH IHMKTHHECKHC CBA3M.
TIpONCXOTHT 37O NyTéM ABTOMATIFCCKOTO GAOKHPOBANHS M3CHTONMAIX Na Aauibiii
MoMeHT cBsseli ¢ 0Gpa3oBaIIeM MOKPHBAIOIIETO Aepena (ei3GLIToNHOro rpaga).

HanGoriee miTepectioe 1 ryGokoe necetoBarie cranaapton [4] Guito mpose-
Jetio aptopavit [5], 4To npHBEso K OGHAPYACIINO OrPOMIOTO HaGopa ys3BIMOCTEE
Jaliioro npoToKoa.

1. W neppas ocnoaia a oTCyTCTBI B npoTokone Spanning Tree Mexa-
HI3MOB ay TeHTH GHKALI, STO T03B07CT G563 TPYAA OPTaNI30BAT ATAKY NPOTIB CeTI
112 a3 KOMMYTATOPOB.

2. Kpose Toro, 310 mpoTokon Ge3 yCTaHOBICHis CoCTMHCHis 1 Ge3
(PHILTPALN TOKHBX NAKSTOB, HTO YCHIHBACT Cr0 YS3BIMOCTE. OcoBeHIOCTH anro-
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[image: image5.png]pumya STP M03BOMAIOT HIHUIHPOBATS NOCTOAIIYIO NepeKonipurypauitio STP-epena

¢ nocneayiouunt sacTiisn DoS, cpeait koropsix mossozkis: STP DoS: "esnisie
BLiGops” KopreBoro kosyratopa, DoS: anropim "icsesnioseris kopris” it 1p [5];

3. Ewe oxmn pua sosvosiiofi atawit - lposokauwnoriuiii cmdepunr - 30
aTaka, HANPABICHNAS HA TCPCBOT KOMMYTATOPA B PEAIN KONIICHTPATOpA MyTeM nic-
perlotHeHI €ro HaMIreCKoli Ta ML A1PECOB, G0 HCTOL30BAIIEA CHTY ALl ce
oiyneris B cyuac isverenis STP-1epena ¢ LeTbio AaTbiielilliero NOACTYIHBAII
paduika.

BuisiBenne ceTeBbIX aTak

MeXaIBMb, PUMCHACMIC B COBPOMCHIBIX CHCTCMaX  OGHApyeHlis
arax IDS (Intrusion Detection System), oCHOBaIG Ha HCCKOTBKIX OGUIIX METOZAX,
KOTOpbIC Hie ABAIOTCS B3AMMOHCKTION IO BO MHOTIIX CHCTCMAX HCMOTB3yIOTCS
1X KOMGHHALL. ITi MEXAII3MEL BIIOSAIOT:

e MeToas anaTi3a CeTCBOlt HH(OPMALILH I B YACTHOCTH CTATHCTHYCCKHIE
METO, KOTOpEIif MOTPA3YMEBACT, HTO CHAYATA 1% BCEX CYGLEKTOB auATHIMpyeMOit
cicTenst onpexensiotes npodizit. JioGoe OTIIOHEHIE HCMOTB3yeMOro TpoiLts o
JTATONHOTO CHHTACTCS HECANKIHOHHPOBANTION ACSTELHOCTBIO.

o OkcrepTHBC CHOTOMBL

e Heiiponmsie ceti.




[image: image6.png]3aK:Ti0uenie i NepPCNEKTHBL

Jlaiiias CTaTbs ABASCTCA 0530PHOl, HO NPEATIONAraeT Aanbiiciilliee HECeA0Ba-
e B 057ACTH GE30NACHOCTIH JTOKATBHLIX CCTCiE: ABTOPOM CTAThiE paspadaTbiBacTes
aropimy susnaciis STP arak nyre oBHapy&eilis aOMATBHOrO MOBEACHIS (ano-
maly-based) CCTEBLIX KOMMYTaTopoB (LIMPOKOBCLIATETBHGE WTOPM) W auamiza
BPDU cramueriueckin Metoxasi. [[peanonaraetess MpoBecTH MOACTHPOBAIHE C
HCTIOMB30BANHEN MPHHLINA OBHapy/eilis aTak Ha yposie cerit (network-based).
DToT NpUHLIN NpeAoTaracT NpoCTYIIHBANIE Tpagika B CeTH Mo THNy ciiddepa
1 OMPEACICHI BOIMOKHEIX ACHCTBII 310y MBILILTCHIHKOB.
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