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Nowadays Internet is widely used as the most large-scale and immediate source of information. Internet gives an opportunity to get access to many information resources from home, office from a café or even walking in the park. Due to the advantages of Internet distance education has been greatly developed. Distance education (DE) [1] – is the type of instruction based on educational interaction of teachers and students who are remote from each other and which is provided with the help of computers, telecommunication technologies and Internet resources. Distance education is characterized by all the components of the system of instruction typical of the academic process: sense, aims, content, organizational forms, means of teaching, the system of control and assessment of the results.

Distance education is increasingly developing in Russia. In 2002 the Center of Distance Education (CDE) was set up in DSTU. The main tool contributing to the organization of the instruction process in DE is a site. The main aim of the site of the CDE in DSTU is a remote provision of different information (lectures, textbooks on methodics, electronic textbooks, teaching materials, assignments for course papers etc.) to students taught on-line. Generally DE should pursue two objectives: users-authors: remote placement and editing of their publications reserving the copyright; users – not authors: distance studying and copying of available information resources.

At present in the CDE of DSTU, however, placement and editing of the publications of users-authors is carried out by special employees who transform electronic documents into HTML-code and post them on the website. In reality, the CDE of DSTU to the full extent pursues only the second objective – users – not authors -  and partly (not in the remote form) the first objective – users –authors.

Such solution, on the one hand, prevents hackers from breaking the entity and from destroying information resources but, on the other hand, leads to the increased amount of time spent on posting information resources on the website. To pursue to the full extent the first objective of remote placement and editing publications by users-authors reserving the copyright it is necessary to employ the elements of information resources protection from concrete threats, which are shown in the feature.

As it is shown in the feature for remoteplacement and editing of the publications users-authors need to develop a complex system of protection which includes such elements as access isolation, encoding password, address secrecy, HTML-code-protection.


[image: image1]
Feature - Elements of the system of information resources protection

Brief information about the elements necessary for development of the system of protection is provided in the table below.

Table - Information about the elements of information resources protection

	Elements of protection
	Summary

	1
	2

	Access isolation
	Providing users with rights to work and to use information resources and dividing them into groups makes the administrator’s work easier, and also serves as a means of protection from the activity of a user who doesn’t have certain rights.

	Encoding users’ passwords
	Protection of passwords is done through encoding them using cryptosecure systems with the capacity of and beyond decoding. If an administrator has a capacity of getting the password of any user it makes the system less protected because the administrator has information that he can use in an unauthorized way. On the other hand, in case a user loses his password the administrator will not be able to help the user recover his password. Hashing is often used for encoding information beyond decoding.

	Address secrecy [2]
	Secrecy of the place of information resources on a server also protects resources from a hacker’s unauthorized access. The method ISAPI Rewrite allows to trap browser’s inquiries and to redirect them to other addresses. Instead of a real URL-address a bogus address will be shown. This method carries out the redirection with the help of regular connectives that provides the convenience for describing addresses and makes it a more dynamic way.

	Protection of HTML-pages [3]
	Protection of HTML-pages from copying can be provided by two ways: using JavaScript-code; encoding the whole page into hexadecimal code ASCII.

While using JavaScript they use blocking of the highlighting and copying functions of both graphic and text elements of a web-page. This is not the most reliable but at the same time the most available option for the majority of web-masters and servers. This approach mainly suits for protection from inexperienced pirates and from people who have a bad command of such technologies.

Using page-encoding. The essence of this technology is to encode the whole page into hexadecimal code ASCII. In this case it is impossible either to copy or to save the page in the readable format, you can only read it. The Java functions are in the basis of this technology: ‘escape’ is used to encode, ‘unescape’ is used to decode. In this technology data is encoded but not encrypted, that is the symbols are replaced by other symbols but not encrypted. Thus, to read the page it is only necessary to have the tool capable of retrieving the original meaning of the symbol that was changed. The technology doesn’t use any cryptic or public keys so it can be instantiated by any web-master.  


Among the advantages of the types of protection of HTML-pages mentioned in the table the following should be named: server and client’s load is minimal as no extra calculations are added; insignificant traffic escalation when JavaScript is added; the simplicity of realization.

Unfortunately, these methods of protection are insufficient and aimed at fighting with inexperienced pirates or they only complicate unauthorized acquisition for more experienced ones. Besides, these methods of protection can not help if the key PrintScreen is to be used, the key which allows to snapshoot what is rendered on the display screen and then using the programme on identifying the text it is possible to get an electronic text.

Thus, to arrange remote placement and editing of publications by users-authors of the CDE in DSTU we can recommend the development of the protection system of informational resources with: access isolation, encoding password, address secrecy, protection of HTML-page
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